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Abstract—Location privacy has been one of the most important research areas over recent years, and many location Privacy

Preserving Mechanisms (PPMs) have been proposed. Each PPM typically achieves certain tradeoffs between privacy protection and

resource consumption, and no PPM performs perfectly in all cases. Instead of designing one PPM that works for all cases, this paper

studies how to make the best use of multiple single PPMs for location privacy protection in different scenarios. In particular, we propose

a general framework called SmartGuard, which dynamically selects the best privacy preservation strategy for a user based on her

preferences and the current status of her mobile device. SmartGuard quantifies user privacy under various scenarios, models the

effects of different PPMs on several key factors such as the remaining battery level and network bandwidth, and then recommends the

best privacy strategy for the user. To illustrate how our SmartGuard works, we apply it to a specific scenario of LBSs and implement it

on Android based phones. Evaluation results show that our solution outperforms existing PPMs under various scenarios.

Index Terms—Privacy preservation, framework, location-based services, resource consumption

Ç

1 INTRODUCTION

LOCATION-BASED Services (LBSs) have become increas-
ingly popular and mobile Apps have been part of our

daily lives in the recent years. With multiple sensors such as
GPS and accelerometers, these mobile Apps can provide
various services such as point of interest searching, k near-
est neighbor query, ride sharing, etc. To enjoy these services,
mobile users have to submit some personal information
(e.g., queries with their IDs, specific queried contents, loca-
tions, etc.) to untrusted servers, which can easily infer who
is doing what at which place. Based on the collected user
information, the server may be able to track and profile
users by themselves or sell such personal information to
third parties such as advertisers.

To protect user’s location privacy, many techniques have
been proposed recently. Generally, most of these Privacy
Preserving Mechanisms (PPMs) are proposed to enhance
user privacy for a certain application in LBSs. They can be
categorized into several classes based on the used techni-
ques such as cryptography [1], pseudonym [2], trusted

anonymization [3], obfuscation [4], dummy location [5], [6],
[7], and/or a simple combination of them. Each PPM typi-
cally achieves certain tradeoffs between privacy protection
and resource consumption. Different PPMs can achieve dif-
ferent tradeoffs, and the same PPM with different configu-
ration parameters can also achieve different tradeoffs. For
example, a homomorphic encryption based PPM may have
a tradeoff between privacy level and computation cost,
while a dummy-based PPM may have a tradeoff between
privacy level and communication cost depending on the
number of dummies used. Each PPM usually performs bet-
ter than others in one aspect but performs worse in other
aspects. It is very difficult to design a PPM that performs
perfectly in all aspects.

Instead of trying to design a perfect PPM, we study the
problem of how a user can make the best use of multiple
available PPMs, i.e., in a context where multiple PPMs are
available for a user, how to select the best strategy based on
the user’s preferences and the current status of the user’s
mobile device. Here a strategy means a PPM with a certain
parameter configuration. The current status of user’s mobile
device is usually ignored by existing work, which may
cause great inconvenience to the users. For example, when
the battery level is low, a computationally expensive PPM
may drain the battery quickly. When the network connec-
tion is 3G/4G, dummy-based PPMs may create a lot of com-
munications and increase the user’s phone bill. Therefore,
the challenging problem is how to balance the desired
privacy degree with comfortable resource consumption of
the mobile device, by carefully choosing PPM and its
parameters for different scenarios in LBSs.

In this paper, we present the design, implementation and
evaluation of the proposed framework, called SmartGuard,
which recommends the best privacy preservation strategy
for LBS users based on the privacy requirement and the
current status of their mobile devices including the type of
App in use, the remaining battery level, the type of network
connection, the privacy level, etc. We propose techniques to
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model the relationship among privacy level, available
PPMs, and resource consumption in terms of computation,
communication and storage. Based on this modeling, and
the user’s current status and preferences, we quantify the
value of each privacy preservation strategy, and select the
best strategy for the user. The contributions of this paper
are summarized as follows:

� We propose a general framework called SmartGuard
to provide personalized privacy preservation for
LBS users. SmartGuard quantifies user privacy
under different scenarios, models the effects of dif-
ferent PPMs on several key factors such as the
remaining battery level, network bandwidth and
storage etc., and then recommends the best privacy
strategy based on user’s preferences and the current
status of user’s mobile device.

� To model how users’ objectives are affected by influ-
encing factors under different PPMs, we propose a
fitting approach using the Splines Methods which is
more efficient than machine learning. To select the
best privacy strategy for a certain scenario, we use
the Topsis [8] method in combination with a weight
assignment method to solve the multi-attribute deci-
sion making problem.

� To illustrate how SmartGuard works, we apply it to
a specific privacy-preserving scenario in LBSs to
implement it as an Android App. As a simple demo,
we consider two PPMs with different parameters,
and our solution selects the best strategy in terms of
privacy, energy consumption, and network band-
width. The evaluation results also show that the pro-
posed solution outperforms existing PPMs under
various scenarios.

The rest of this paper is organized as follows. Sections 2
and 3 present related work and preliminaries respectively.
Section 4 describes the details of SmartGuard and an appli-
cation of a specific location privacy-preserving scenario.
In Section 5, we present performance evaluation results.
Section 6 concludes the paper.

2 RELATED WORK

Location privacy has been one of the most important
research fields for mobile users in current LBSs [7], [9], [10],
[11], [12], [13]. We review the existing research on the trade-
offs between privacy and resource usage.

2.1 Quality of Service versus Privacy

Yu et al. [14] took users’ requirements on location accuracy
as their quality of service and designed a dynamic protec-
tion method. They effectively combined two privacy
notions: geo-indistinguishability and expected inference
error, and developed a two-phase dynamic differential
location privacy framework. They first evaluated the
adversary’s prior knowledge and inference error, and then
generated pseudo-locations in a way that achieves differen-
tial privacy. Li et al. [15] presented their work based on an
assumption that users’ requirements on quality of service
can sometime be learned from their contexts. They pro-
posed a novel attack that allowed an external adversary to

infer the demographics after observing users’ exposed loca-
tion profiles and showed the effectiveness over a large real-
world dataset. Then they designed a privacy protection
solution which can automatically learn users’ privacy pref-
erences under different contexts and provide a transparent
privacy control for them. Gong et al. [16] studied the trade-
off between social utility and privacy, and designed a
socially aware pseudonym change game in order to moti-
vate people to participate in the privacy protection process
in LBSs. Their game was drawn from a social group utility
maximization framework. They showed the existence of a
socially aware Nash equilibrium which can significantly
improve the social welfare and privacy preservation. How-
ever, they did not consider resource consumption in their
system.

2.2 Utility versus Privacy

Cao et al. [17] defined a spatiotemporal event privacy by
extending the notion of differential privacy, and proposed a
framework to calculate the privacy loss of a given PPM.
However, it is not easy for users to know how to set up the
privacy parameters for striking the right balance between
privacy and utility in different scenarios. Shaham et al. [18]
proposed an anonymization framework for spatiotemporal
trajectory datasets, termed as Machine Learning-based Ano-
nymization (MLA), and proposed a utility metric to evalu-
ate its performance.

Mendes et al. [19] analyzed the effects of the update fre-
quency on the privacy level of Geo-indistinguishability, and
compared with state-of-the-art localization attacks. How-
ever, introducing side information like the correlation
between reports may adversely affect the attack success rate.

2.3 Redundancy versus Privacy

In [5], k� 1 dummy locations are added to achieve k-
anonymity in LBS, which enhances user privacy but adding
more communication and computation cost. Based on k-ano-
nymity, Niu et al. [7] combined the caching technique with
some carefully selected dummy locations in LBSs, and tried
to re-use the cached service data to reduce the number of
queries to the untrusted LBS server. The scheme could
work well when the cached service data is sufficient, but it
needed to send mutiple dummy queries to the server on the
contrary. Fawaz et al. [20] proposed a client side framework
for preserving mobile user’s location privacy, called
LP-Guardian. It employed randomization to protect loca-
tion privacy through the notion of geo-indistinguishability.
Han et al. [21] proposed a k-means Cluster-based Location
Privacy (KCLP) protection scheme for IoT. The fake source
nodes are used to protect the source location by simulating
the function of the real sources. Chen et al. [22] proposed an
efficient privacy-preserving framework for location-based
services, named ePriLBS, which used redundant POI
records to protect privacy against LBS provider and
employed a semi-trusted third party, called proxy, to filter
out redundant POI records. Hu et al. [23] proposed a strat-
egy combining cache strategy with k-anonymity that can
not only satisfy users’ demand on obtaining required serv-
ices with lowest cost, but also protect the location privacy
of users. Wang et al. [3] proposed a source-location privacy
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protection scheme based on anonymity cloud, which can
defend against the enhanced hotspot-locating attack.
Shaham et al. [24] proposed a transition entropy metric to
measure users’ privacy in trajectories. They also developed
an attack model based on the Viterbi algorithm, and desi-
gned a robust dummy generation algorithm to resist against
such attack.

2.4 Comprehensive Studies

Bindschaedler et al. [25] systematically generated plausible
synthetic location traces based on quantitative metrics.
Their fake traces can bring near maximum location privacy
for the users with minimum overhead. Tristan et al. [26] pre-
sented a solution named Chiaroscuro, which is used to col-
lect user’s time-series information without sacrificing their
privacy. It not only considers the tradeoff between service
quality and privacy, but also performance issues. Idalides
et al. [27] proposed a hybrid PPM for participatory sensing
that aims to increase the service quality and privacy level
without causing larger energy consumption. It dynamically
changes the cell size according to variable interest areas,
and applies different techniques based on the cell size.

To summarize, our work differs from existing work in
two ways.

(i) Most of existing work tries to design one PPM that
can achieve a good balance between location privacy
and resource consumption. However, our work tries
to select one best PPM out of multiple optional PPMs
to achieve the best balance between privacy and
resource consumption. Moreover, our framework
selects PPMs based on the current status of a user’s
mobile device, which was not considered before.

(ii) Our framework is more general to privacy-aware
LBS users. It is not limited to any specific methods
but can be applied to multiple general PPMs.

3 PRELIMINARIES

3.1 Basic Concepts

Privacy Strategy refers to a particular PPM under a certain
parameter configuration. Let PPM denote the set of all
PPMs used in this paper and let S denote the privacy strat-
egy set. A privacy strategy s 2 S is specified by a PPM and
a set of configuration parameter values. For instance, users
may be recommended to use a k-anonymity method to

protect their privacy with the parameter k = 3 [5], or use a
Paillier cryptosystem to encrypt their private data with
2048-bit encrypting keys [1].

Privacy Level means the level of privacy protection for
users by a specific privacy strategy. Let P denote the set of
all privacy levels. A privacy strategy has a corresponding
level p 2 P . Two different privacy strategies might have a
similar privacy level. A related concept is Privacy Require-
ment, which refers to the privacy level desired by a mobile
user. Its value is also from P .

User Status represents the current status of a mobile user,
including the remaining battery capacity, type of network
connection, privacy level, the processing data size (in KB,
which refers to the data being processed currently), etc. It is
denoted as St ¼ ft1; t2; . . . ; tmg. These data should be con-
sidered when using different location privacy strategies to
protect mobile user’s privacy.

3.2 System and Threat Models

Fig. 1 uses a typical LBS as an example to illustrate the system
model of PPMs. It includes mobile users and a LBS provider
such as Yelp!. For instance, a mobile user Alice may inquire
the availabilities of nearby night bars after work through
Yelp!. To preserve her privacy during the query process, we
can employ many different PPMs based on techniques such
as encryption, pseudonym, anonymization, obfuscation,
dummy, etc. The basic idea of these approaches is to change
user’s personal information (i.e., ID, location, query content,
and others) into a perturbed version. Based on network con-
nections such as “WiFi” and “3G/4G”, Alice can submit a
query and obtain service data from the Yelp! server.

In such scenario, we assume the LBS provider is honest-
but-curious (HBC), who honestly follows rules of our
framework but tries to infer more information of Alice than
allowed.

3.3 Motivation

Through the aforementioned example, we have the follow-
ing two observations. Observation I: Finding night bars after
work may be sensitive to Alice. Then such information
requires high privacy level. However, if Alice queries for
the nearest gas station or restaurant, the privacy level can
be lower. Thus it is quite important to provide personalized
privacy preservation for mobile users, even in the same
application. Observation II: Different PPMs may cause

Fig. 1. PPMs in current LBSs.
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different resource consumptions, including storage, com-
putation and communication cost on user’s resource-
constrained mobile devices, especially when running with
different parameter configurations. To further illustrate
this, in Table 1, we choose three typical PPMs to show their
computation, battery consumption and communication
cost. Here, we focus on protecting user’s exact location.
These three PPMs are: i) homomorphic encryption-based
solution [1] which can preserve user’s personal information
against the untrusted server in Location-Sharing-Based
Services, ii) pseudonym-based solution [2] which achieves
privacy preservation by changing pseudonyms in the ano-
nymity set, and iii) dummy-based solution [5] which can
protect user’s location by adding carefully generated dum-
mies in LBSs.

We have implemented these schemes on an LG Nexus 5
smartphone with 2.3 GHz CPU, 2G RAM, 16G ROM and
Android 6.0 system. The battery capacity is 2300 mAh.

For [1], we select the key length as 2,048 bits for both of the
ElGamal and Paillier encryptions. For the Mixzone scheme
[2], we assume that the client chooses a name from 128 pseu-
donym names each time, and each name length is 16 bytes.
For the DLS scheme [5], the number of dummy locations in
k-anonymity is set to 30. Generally speaking, encryption
keeps user privacy at the cost of high computation, which
leads to high battery consumption. Dummies can be
employed to preserve user’s privacy with less computation,
but the extra storage and communication cost cannot be
avoided easily. Such consumptionmay significantly degrade
the user’s experience. For example, in the low battery case
(e.g., 1 percent battery remained), Alice’s mobile device may
run out of battery before accomplishing the mission if the
selected PPM has high computation cost. Technically, since
PPMswith different parameters have different privacy levels
which are achieved with different cost of resource consump-
tion, it is helpful to design personalized privacy preserving
solutions for LBS users in different scenarios.

We also need to notice the fact that many mobile users
are not familiar with the privacy issues and have no or little
knowledge on privacy settings. This makes our problem
more challenging since we should provide a scheme to
achieve personalized privacy preservation for mobile users
effectively, automatically (or with little user intervention)
and friendly.

3.4 Our Basic Idea

The main idea is to bridge the gap between user’s needs for
the right PPM (i.e., satisfying the desired privacy level) and
the current status of user’s mobile device. In particular, we
build a general framework for privacy-aware LBS users,
called SmartGuard. Basically, it first collects training data
under different scenarios from the history data of mobile

users, including the type of App in use, and the resource con-
sumption when performing different PPMs with different
parameters. For instance, we may record the battery con-
sumption, communication cost, and storage cost for each
execution of each PPM with different parameters. Note that,
to preserve user privacy, the processing of data collection is
accomplished locally and releases no data to other parties at
all. With these training data, a fitting algorithm is run to
derive the mathematical relations between the objectives
and the considered factors. Since a mobile user may have
multiple objectives such as minimizing battery consumption
while preserving privacy, a weight assignment algorithm is
designed to assign weights to different objectives. Finally,
the overall evaluation value of each privacy strategy is calcu-
lated and the best strategy is recommended to the user.

4 GENERAL FRAMEWORK OF SMARTGUARD

4.1 System Overview

Fig. 2 shows the general framework of SmartGuard, which
can be applied to different scenarios aiming to recommend
the best strategy for privacy-aware users in LBSs, through
comprehensively considering the user’s privacy require-
ment and the current status of the mobile device. The nota-
tions are listed in Table 2.

The initialization process of our framework is summa-
rized as five steps.

(i) Suppose the privacy strategy set has n strategies S ¼
fs1; s2; . . . ; sng. Each privacy strategy corresponds to
a PPM with a certain parameter configuration. Thus
there might be multiple privacy strategies under the
same PPM but with different parameters. The objec-
tive set has n0 objectives, O ¼ fo1; o2; . . . ; on0 g, which
can be objectives cared by users such as privacy
level, bandwidth consumption and battery con-
sumption. The influence factor set contains n00 fac-
tors, F ¼ fr1; r2; . . . ; rn00 g, which can be factors that
will affect whether and to what extent a PPM can
achieve the objectives (e.g., the battery level, etc.).

(ii) The mobile user’s status is described as St ¼
ft1; t2; . . . ; tmg, where m is the number of user’s
status.

TABLE 1
Different Resource Consumption of Different PPMs in LBSs

PPMs Computation Battery Communication

[1] 1418 ms 1.0020 mAh 33.4 KB
[2] 198 ms 0.0157 mAh 22.5 KB
[5] 1052 ms 0.0441 mAh 602.5 KB

Fig. 2. The SmartGuard framework.
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(iii) Given a specific privacy strategy, these factors affect
each objective following an unknown function
f
sj
oi ðr1; r2; . . . ; rn00 Þ; 1 � i � n0; 1 � j � n. We fit the
function between each objective oi 2 O and their
influencing factors r1; r2; . . . ; rn00 2 F using history
data and the mobile user’s current status (see Sec-
tion 4.5.1 for details). Note that these functions are
closely related to the PPMs and different parameters
set in the same PPM. These functions are fitted in the
initialization phase, and the fitting will be repeated
after a certain (relatively long) time to make sure
that the functions are up-to-date. For instance, the
update can be executed when the user’s mobile
device is charging or has sufficient energy.

(iv) Based on users status set St, we assign the user’s wei-
ghts ðwo1 ;wo2 ; . . . ;won0 Þ to the objectives fo1; o2; . . . ; on0 g,
as described in Section 4.5.2.

(v) Based on the values of influence factors
ðr1; r2; . . . rn00 Þ, we utilize the weights from step (iv)
and the obtained functions from step (iii) to calcul-
ate the assessment indicator Isj for each privacy
strategy sj using the Topsis method (see details in
Section 4.5.3), and finally output the best strategy for
the mobile user.

4.2 Model Fitting

We aim to build functions to model the relationships
between objectives fo1; o2; . . . ; on0 g and the influence factors
fr1, r2, . . . , rn00 g. For some objectives, it is easy to derive the
functions according to the privacy strategy. For example,
the parameter k in k-anonymity causes k times more band-
width consumption due to the submitted queries and
received service data. However, in more general cases, it is
hard to theoretically derive the relationship between objec-
tives and influencing factors. In the following we focus on
these cases and describe our fitting method.

Many methods can be employed to achieve our goal,
such as the Splines Methods [28], BP-Neural Network [29],

Genetic Algorithm [30] and so on. To fit the function foiðr1,
r2, . . . , rn00 Þ between the objective oi and the influence fac-
tors F under a certain privacy strategy, we choose the
Splines Methods because it can achieve similar fitting accu-
racy with less computation cost. The details can be found in
Section 5.1.

For simplicity of presentation, we take the two elements
fr1; r2g in factor set F as an example to show the fitting pro-
cess. Note that the case with only one factor (i.e., n00 ¼ 1) is a
special case of this example, and the cases with more than
two factors in the set (i.e., n00 > 2) can be developed from
this example following the methods in [28]. For this exam-
ple, the major steps of this fitting algorithm are as follows.

We employ the Smoothing Splines Methods [28] over the
basic Splines Methods since it can effectively avoid the knot
selection problem. The number of knots in the Smoothing
Splines Methods is the same as the size of fitting data.

Specifically, we first collect user data to calculate a matrix
of the values of influencing factors fr1;1; r1;2; . . . ; r1;h;
r2;1; r2;2; . . . ; r2;hg, and the corresponding objective values
fy1; y2; . . . ; yhg after executing the privacy strategies on
user’s smartphone. Let h denote the number of knots in this
method. We build the cubic function oi ¼ foiðF Þ as follows.
Here, we have

foiðF Þ ¼
Xh
i¼1

Xh
j¼1

NijðF Þaij;

where we assume a11; a12; . . . ; ahh are the unknown coeffi-
cients of the function, and the NijðF Þ are described as fol-
lows:

NijðF Þ ¼ h1
i ðr1Þh2

j ðr2Þ; i ¼ 1; 2; . . . ; h; j ¼ 1; 2; . . . ; h:

In the function above, h1
i ðr1Þ can be expressed as follows:

h1
i ðr1Þ ¼ 1 when i ¼ 1

h1
i ðr1Þ ¼ r1 when i ¼ 2

h1
i ðr1Þ ¼ diðr1Þ � dh�1ðr1Þ when i � 3;

8><
>:

where

diðr1Þ ¼
ðr1 � r1;iÞ3þ � ðr1 � r1;nÞ3þ

r1;n � r1;i
:

The subscript “þ” means ðr1 � r1;iÞ3þ ¼ 0 if ðr1 � r1;iÞ3 <
0, and ðr1 � r1;iÞ3þ ¼ ðr1 � r1;iÞ3 on the contrary.

h2
j ðr2Þ has the very similar expression as h1

i ðr1Þ which is
omitted here for conciseness.

Then, among all functions foiðF Þ with two continuous
derivatives, we find one that minimizes the penalized
Residual Sum of Squares (RSS) as follows:

RSSðfoi ; �Þ ¼
Xh
j¼1

fyj � foiðr1;j; r2;jÞg2 þ �

Z
ff 00

oi
ðtÞg2dt;

where � is a fixed smoothing parameter. By adjusting �, we
can obtain the corresponding coefficients for each �.

Finally, with different � and corresponding coefficients
in hand, we can select the group with the minimum cross-

TABLE 2
Notations

Notations Descriptions

O The set of objectives of mobile users
F The set of factors that influence resource

consumption of PPMs
S The set of privacy strategies considered
I Assessment indicator, i.e., the evaluation value of

each privacy strategy
E The battery consumption (mAh) on user’s

smartphone
B The bandwidth consumption (KB)
P The achieved privacy level
r1 Charging status: charging or not
r2 Network connection status: “3G/4G” or “WiFi”
r3 Processing data size in PPM
wE Weight assigned to the battery capacity

consumption objective
wB Weight assigned to the bandwidth consumption

objective
wP Weight assigned to the privacy objective
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validation value. The detailed processes can be derived
based on [28].

4.3 Weight Assignment

In this subsection, user status are used to calculate the
weights ðwo1 ; wo2 ; . . . ; won0 Þ. The weights are updated every
time a user uses our framework. Our method can be sum-
marized into two main steps as follows.

4.3.1 Data Collection

To update the weights in time, the system needs to gather
relevant information, including users’ status St ¼
ft1; t2; . . . ; tmg, system settings and so on at the same time
points.

4.3.2 Weight Calculation

Based on the data collected, we can further derive a weight
for every objective oi 2 O. Many methods can be used here
to derive the weights. One way is to let users assign weights
according to their own preferences in the current situation.
For example, they can give one hundred percent to a spe-
cific objective and zero to the others. The other way is to cal-
culate weights using objective methods such as Analytic
Hierarchy Process (AHP) [31] (see Section 4.5 for a detailed
implementation for LBSs). Note that the assigned weights
should be normalized at the end of this step.

4.4 Assessment Indicator

The Technique for Order Performance by Similarity to Ideal Solu-
tion (Topsis) [8] is a multi-criteria decision analysis method.
We use this technique to calculate the evaluation indicator
Isi for each privacy strategy si based on the objectives’
weights ðwo1 ; wo2 ; . . . ; won0 Þ obtained in Section 4.5.2. Topsis
is used due to its effectiveness when dealing with multi-
attribute or multi-criteria decision making problems [8] in
the real world. This is similar to our problem; i.e., to decide
the best privacy strategy si considering the objectives
(o1; o2; . . . ; on0 ).

In our decision making problem, ðo1; o2; . . . ; on0 Þ are
equivalent to the multiple attributes in Topsis and
ðs1; s2; . . . ; snÞ are equivalent to the alternatives. The weight
assignment method presented above is applied to Topsis to
mitigate the subjectivity in Topsis. The procedure of our
Topsis method for deciding the best privacy strategy si is
described as follows.

4.4.1 Decision Making Matrix

In this step, we construct the decisionmakingmatrix h. Since
we already have the function fs

o for each objective o 2 O and
each privacy strategy s 2 S in Section 4.5.1, we can calculate
the function value as long as the r1; r2; . . . ; rn00 values can be
gathered from the mobile device and user’s preference. Sup-
pose that we have gathered a group of ðr1; r2; . . . ; rn00 Þ from a
user’s smart device, and describe this group of real time data
as ðr1;0; r2;0; . . . ; rn00;0Þ. Thenwe can calculate xs;o as

xs;o ¼ fso ðr1;0; r2;0; . . . ; rn00;0Þ;

where o 2 O and s 2 S. Then, we normalize the fxs;og into
fx0

s;og as follows (In order to prevent the result from being 0,

we use a method based on the Max-Min Normalization
method. It first normalizes the data into ½0; �� and then adds
f to it ðfþ � ¼ 1� f; 0 < f < 1Þ. The data will finally be
normalized into ½f; 1� f�. We choose f ¼ 0:01 and � ¼ 0:98
here for higher accuracy)

x0
s;o ¼ 0:01þ 0:98

xs;o �minfxs1;o; . . . ; xsn;og
maxfxs1;o; . . . ; xsn;og �minfxs1;o; . . . ; xsn;og

;

o 2 O and s 2 S:

According to Topsis, we multiply x0
s;o by their weights

ðwo1 ; wo2 ; . . . ; won0 Þ. The weights in traditional Topsis are
fixed subjectively and cannot change throughout the proce-
dure. Creatively, we apply the weights calculated in
Section 4.5.2 here. This can not only mitigate the subjectivity,
but also updateweights according to user’s current status.

Then we can construct the decision making matrix as

o1 o2 � � � on0

s1

..

.

sn

wo1x
0
s1;o1

wo2x
0
s1;o2

� � � won0x
0
s1;on0

..

. ..
. ..

. ..
.

wo1x
0
sn;o1

wo2x
0
sn;o2

� � � won0x
0
sn;on0

0
BBB@

1
CCCA:

4.4.2 Ideal and Negative Ideal Solutions

We now determine the ideal and negative ideal solutions
V þ and V � from the above decision making matrix.
Namely, ðo1; o2; . . . ; on0 Þ are used here to measure how good
a privacy strategy si is.

We first define x0þ
o for objectives as

x0þ
o ¼ minfx0s;ojs 2 Sg;

and x0�
j as

x0�
o ¼ maxfx0

s;ojs 2 Sg; o 2 O:

Then, V þ and V � can be presented as

V þ ¼ fx0þo1 ; x0þ
o2
; . . . ; x0þ

on0
g;

and

V � ¼ fx0�o1 ; x0�
o2
; . . . ; x0�

on0
g:

4.4.3 Distance Calculation

We now calculate the distance from each privacy strategy to
the ideal scheme.Weuse euclideanmetric tomeasure the dis-
tancesGþ andG� from each privacy strategy to the ideal and
negative ideal solutions V þ and V �, they can be defined as

Gþ
s ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiX
o2O

��
x0
s;o � x0þo

��2s
; s 2 S;

and

G�
s ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiX
o2O

��
x0
s;o � x0�

o

��2s
; s 2 S:
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4.4.4 Assessment Indicator Calculation

Then we calculate assessment indicator Is using the dis-
tance to the ideal and negative ideal privacy strategies as

Is ¼ Gþ
s

Gþ
s þG�

s

; s 2 S:

Based on the obtained Is, we can compare all privacy
strategies’ assessment indicator values, and the privacy
strategy smin with the minimum value will be the best pri-
vacy strategy to output.

4.5 SmartGuard in a Specific LBS Scenario

In this subsection, we illustrate the design and instantiation
of the SmartGuard framework in a specific LBS scenario as
an example, to show its usability and practicality.

Fig. 3 illustrates how to apply the general framework into
real life Apps. Here, for simplicity, we consider four strate-
gies s1; s2; s3; s4, where s1 and s2 have the samePPM1 but dif-
ferent parameters a1 and a2, s3 and s4 have the same PPM2

but two different parameters b1 and b2. Battery consumption
E (inmAh), bandwidth consumption B (in KB), and privacy
level P are set as the three main objectives. Note that, the
strategies and objectives can be extended easily.

The influence factor set contains the charging status r1
(charging or not), network connection status r2 (Free or Not
Free), and processing data r3. There are two sets of network
connections, Free and Not Free. For example, the WiFi at
home could be considered as Free but the WiFi at some
hotels is not, and the 3G=4G within the data plan could be
considered as Free but the part out of the data plan is not. r2

will get values from these sets.

Free ¼ fWiFi; 3G=4Gwithin data plan; . . .g;
Not Free ¼ fWiFipay; 3G=4Gout of data plan; . . .g:

The mobile user’s status is described as ðr1; r2; r3; e; pÞ,
where e means the user’s remaining battery capacity and p
is the privacy level.

4.5.1 Model Fitting

We build functions to model the relationships between
objectives E;B; P and the influence factors r1, r2, r3. It is
easy to construct the functions for B;P according to the
PPMs. However, it is challenging to theoretically derive the
relationship between battery consumption E and their influ-
encing factors and thus the fitting method will be used.

Constructing the Function fE . To fit the relationship
between battery consumption E and its influence factors,
we follow the steps in Section 4.5.1 and get the function E ¼
fEðr3Þ between battery consumption E and the processing
data size r3, under the condition of whether the phone is
charging or not (r1) and whether the network connection is
Free or Not Free (r2).

Constructing the Function fB. The bandwidth consump-
tion cost B is closely related to r2 and r3. For the processing
data size r3, each privacy strategy has an explicit relation-
ship between output data size and r3. Take k-anonymity [5]
solution with k ¼ 3 for example. The output size is kr3
when the processing data size is r3 since this scheme needs
to submit k dummy locations and receive service data.
When r2 2 Not Free, the bandwidth consumption cost can
be expressed as f

si
B ðr3Þ; ði ¼ 1; 2; 3; 4Þ, and can be set as

zero and expressed as fsiB ðr3Þ ¼ 0 on the contrary, according
to assumptions in Section 4.5.2.

Constructing the Function fP . Since P is only related to the
privacy strategy si, we describe the privacy level P for each
si as f

si
P ð�Þ. We set the default value of fsi

P ð�Þ as their proba-
bility of being breached. To illustrate, since a k-anonymity
strategy with k ¼ 3 is more likely to be breached than a k-
anonymity strategy with k ¼ 30 [5], the fsi

P ð�Þ of a k-anonymity
scheme when k ¼ 3 and when k ¼ 30 can be set as low pri-
vacy level and medium privacy level respectively.

4.5.2 Weight Assignment

In order to calculate a specific user’s weights ðwE;wB;wP Þ,
user’s status contains the remaining battery capacity e, net-
work connection r2 and privacy level p. We first have two
assumptions as follows.

Two Assumptions. Different users have different require-
ments onwhether to save battery or bandwidth. Sincewe can-
not consider all of these demands, we list some major ones
and common assumptions formobile users as an example.

(i) When r2 2 Free, mobile users do not worry about
their bandwidth consumption. However, when r2 2
Not Free, they prefer to save the bandwidth con-
sumption as much as possible.

(ii) We set a threshold g for the battery consumption, and
assume that mobile users prefer to save their batt-
ery capacity when their mobile device’s remaining

Fig. 3. Apply SmartGuard in a specific LBS scenario.
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battery capacity is lower than g. Moreover, the less
the battery capacity remains, the more concerns the
user has.

Then, two major steps are detailed as follows.
Data Collection. The three types of real-time data from

user’s status are the remaining battery capacity e (in per-
centage, 0 < e � 1), network connection r2, and privacy
level p. For the remaining battery capacity e, smaller e leads
to more importance on E. So we simply set the importance
of E as iE ¼ ð1� eÞ. The network connection r2 is used to
measure the weight of B. We set the importance of the B as
iB ¼ 1 when r2 2 Not Free and iB ¼ 0 when r2 2 Free. As
for p, it can be input by the users according to their own
preferences. In SmartGuard, we define p to three levels:
high, medium and low levels (i.e., “high” = 0.8, “medium”
= 0.4, “low” = 0.2). As for the importance of privacy level P ,
we directly set iP ¼ p.

Weights Calculation. Based on the ii ði ¼ E;B; P Þ calcu-
lated above and assumptions, we further compute their
weights when user’s phone is not in the charging status as

wB ¼ 1

3
iB; wi ¼ ð1� wBÞ ii

iE þ iP
; i ¼ E;P:

and when user’s phone is in the charging status, we com-
pute their weights as

wE ¼ 0; wB ¼ iBð1� iP Þ; wP ¼ 1� wB:

We consider a special situation that some users never set
p by themselves due to a set of reasons, such as having no
idea on it. If so, we set medium level as default for p.

4.5.3 Assessment Indicator

Using the method presented in Section 4.5.3, we calculate
the evaluation indicator Isi ; i ¼ 1; 2; 3; 4 for each privacy
strategy based on the weights ðwE;wB;wP Þ obtained in
Section 4.5.2.

Specifically, we first construct the decision making matrix
as in the first step in Section 4.5.3. Next, we find the ideal and
negative ideal solutions V þ ¼ fx0þ

E ; x0þ
B ; x0þ

P g and V � ¼
fx0�

E ; x0�
B ; x0�P g from this matrix. Then, we calculate Gþ

si
and

G�
si
, i ¼ 1; 2; 3; 4 from every strategy to V þ and V �. Finally,

we get the assessment indicators of every privacy strategy,
Is1 ¼ Gþ

s1

Gþ
s1
þG�

s1

and Is2 , Is3 , Is4 in the sameway.We recommend
the strategywith the smallest indicator value at the end.

4.6 Implementation

We have implemented and published the APK file of our
SmartGuard on Github1 as an App for Android platform to
recommend personalized privacy strategies for users. Since
we focus on how to make the best use of existing PPMs, we
provide two PPMs as examples for privacy preservation, a
Paillier-based [1] solution and a k-anonymity-based [5] solu-
tion, each of which has two parameters. Note that, once two
PPMs are involved in SmartGuard, it is easy to fit the new
relationships with newly added PPMs, and compute the
assessment indicators according to the user’s status and
weights, following the process in Fig. 2. Finally, we can
compare the assessment indicators in pairs to determine the
optimal PPM. Through this way, we can easily expand our
framework to handle scenarios with more PPMs.

To train SmartGuard, we collect the history data offline
from our own smart devices, and provide the basic parame-
ters to initiate it. Note that, the initially assigned weights
can be obtained from user’s current status as well as their
preference, and also can be modified by a user anytime
according to her needs. Although the model between the
objectives and the influence factors has the same parameters
for different users at first, the user’s personalized history
data are accumulated on the client side as time goes by. The
client then can update a new personalized model according
to these personalized data once in a while. Through this
way, each user can obtain a suitable PPM.

Fig. 4 shows the application display of our developed
SmartGuard. Specifically, Fig. 4a shows the initialization
process. Our application first obtains the current status of
the smartphone (at lower area of the screenshot), computes
the weights assigned on each factor (see Figs. 4b, 4c and 4d
for examples), and gives the recommendation in Fig. 4e con-
sidering the user’s privacy level. Fig. 4f displays an anomaly
alert, which happens when the remaining battery is low but
the user’s privacy level is high. In such cases, our applica-
tion will send alerts and let the user make the final decision.

4.7 Discussions

Extensions. The SmartGuard can be extended into a more gen-
eral environment with the use of some techniques. (1) The
SmartGuard described above only considers four influencing
factors for simplicity, while there can be numerous factors in

Fig. 4. Application displays.

1. https://github.com/whyxxj/Smartguard
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the real world.We can use the Principal Component Analysis
(PCA) to convert these numerous factors into somemain com-
ponents through orthogonal transformation. (2) In the fitting
phase, the SplinesMethods is only used to get the relationship
between the battery consumption and the processing data
size. To extend this simple relationship into a more complex
relationship between multi-objective and multi-attribute, we
can utilize the Back Propagation-neural network to simulate
it. (3) When assigning the weights, we can also use derivation
and average variance methods, PCA and multi-objective pro-
gramming to calculate weights. (4) In the final step, Topsis is
used to find the best privacy strategy since we only consider
two PPMs, which are easy to be enumerated. However, in the
real world, there can be myriad PPMs. Therefore, we cannot
enumerate them one by one. Some optimization algorithms
such as Genetic Algorithm and simulated annealing algo-
rithm can be used to find the optimal result. (5) Sincewe build
a frameworkwith an emphasis onmaking the best use ofmul-
tiple available PPMs, rather than designing a specific PPM,
our framework can be easily applied to scenarios like corre-
lated location points or trajectories preservation, with existing
privacy-preserving solutions.

Accuracy Issue. In our work, we use the history data of the
developer’s smartphone to fit the relationships between
objectives and the influence factors. Although the accuracy
and performance issues are considered and proved to be
acceptable in Table 3, we can further improve the accuracy
issue by performing the fitting process on user’s own smart-
phone. Since the adopted Smoothing Splines Methods is
much effective than traditional machine learning methods,
and the fitting process does not need to be processed online,
the computation cost can be ignored.

5 PERFORMANCE EVALUATION

In this section, we follow the evaluation method in Li et al.
[32] and design a set of experiments to evaluate the perfor-
mance of SmartGuard.

5.1 Selecting the Model Fitting Method

We first design an experiment to explain why we choose the
Splines Methods. We have implemented the BP-Neural

Network algorithm, Genetic algorithm and Splines Meth-
ods. The simulation environment was Matlab 2012a and all
data was collected from an Android smartphone with the
OS version v6.0. We measure the accuracy of the aforemen-
tioned schemes by the Sum of the Squared Errors (SSE, the
smaller the better), which is the widely used criterion in
model selection. The experiment results are shown in
Table 3. As can be seen, the results of Splines Methods, BP-
Neural Network and Genetic algorithm are 9.4452�ð10�5Þ,
1.9504�ð10�5Þ and 35.7983�ð10�5Þ respectively, and the run-
ning times are 0.0235s, 1.2647s and 3.1450s respectively.
Although the fitting result of Splines Methods is sightly
weaker in accuracy than the BP-Neural Network algorithm,
it saves much more running time, which is more important
to resource-constrained mobile devices. Thus, we choose
the Splines Methods in this paper.

5.2 Experiment Setup

In our experiment, we choose two PPMs, k-anonymity [5]
and Paillier [1], and each of them has two parameters. We
denote k-anonymity with k = 3 and 30 as s1 and s2, and Pail-
lier with 512 bits and 2,048 bits key length as s3 and s4,
respectively. Then we describe our experiments in details.

5.2.1 Fitting Experiment

Following the steps in Section 4.5.1, we use the Splines
Methods to fit the relationships between E and r1; r2; r3.
We assume E ¼ 0 under the condition of charging, and
record two groups of battery consumption for each privacy
strategy under the conditions of WiFi and 3G/4G separately
without charging. Table 4 shows the collected data. We col-
lect ten groups of data for 1000 times and average them
before running our fitting algorithm.

According to assumptions in Section 4.5.2, f
si
E ¼ 0; i ¼

1; 2; 3; 4 under condition of charging. When the condition
changes to no charging, the function for each privacy strat-
egy can be described as f

si
E ðr3Þ ¼

Ph
j¼1 Njðr3Þaj; i ¼

1; 2; 3; 4. When r2 2 Not Free, we can get their coefficients
shown in Table 5, when r2 2 Free, we can get the coeffi-
cients in Table 6. We adopted 36 history data points to fit
the relationship, so we set h ¼ 36.

We draw the fitting results of f
si
E ðr3Þ; i ¼ 1; 2; 3; 4 in

Fig. 5. It can be seen that the battery consumption increases
when the processing data size increases. The battery con-
sumption under the “3G/4G” environment is much higher
than the “WiFi” environment in all the privacy strategies.
Moreover, from Fig. 5a, it can be seen that s2 consumes
more battery than s1, which is reasonable since s2 employs
scheme in [5] with parameter k ¼ 30. Similar results can
also be found in Fig. 5b.

TABLE 3
Performances of Different Fitting Methods

Fitting Methods SSE ð10�5Þ Running Time ðsÞ
Splines Methods 9.4452 0.0235
BP-Neural Network 1.9504 1.2647
Genetic Method 35.7983 3.1450

TABLE 4
Battery Consumption Data for Fitting UnderWiFi and 3G=4G Environments

WiFi (mAh) 3G=4G (mAh)

r3 (KB) s1 s2 s3 s4 s1 s2 s3 s4

2 0.0024 0.0259 0.0186 0.2040 0.0066 0.0534 0.0453 0.4855
4 0.0026 0.0283 0.0279 0.3134 0.0071 0.0589 0.0678 0.6540
..
. ..

. ..
. ..

. ..
. ..

. ..
. ..

. ..
.

20 0.0046 0.0441 0.1100 1.0020 0.0115 0.0962 0.2170 1.7918
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Finally, according to the specific relationship between
output data size and processing data size, we have the
f
si
B ðr2; r3Þ under different privacy strategies s1; s2; s3; s4 as

f
s1
B ¼ 3r3, f

s2
B ¼ 30r3, f

s3
B ¼ 2d1024r3512=8 e, f

s4
B ¼ 2d1024r32048=8e when

r2 = “3G/4Gout of data plan”, and f
s1
B ¼ f

s2
B ¼ f

s2
B ¼ f

s2
B ¼ 0

when r2 = “WiFi”. We set the privacy level fsi
P ð�Þ of each

strategy s1; s2; s3; s4 as f
s1
P ¼ 0:2; f

s2
P ¼ f

s3
P ¼ 0:4 and f

s4
P ¼

0:8 for simplicity.

5.2.2 Weights Computation

Generally speaking, SmartGuard automatically recom-
mends weights for mobile users, however, users are still
allowed to manually change the weights assignment. If the
user is quite sensitive to her privacy, she may choose a high
privacy level, for example, setting privacy level to 0.8.

Take the first scenario in Table 7 as an example, we
obtain data e ¼ 10%, p ¼ low, and r2 ¼ “WiFi”, using the
procedure introduced in Section 4.5.2, and gain iE ¼ 0:9,
iB ¼ 0, wE ¼ ð1� wBÞ iE

iEþiP
¼ 0:818, wP ¼ ð1� wBÞ iP

iEþiP
¼

0:182. It is obvious that wE þ wB þ wP ¼ 1.

5.2.3 Assessment Indicator Computation

We then obtain the user status r1 ¼ no charging, r2 ¼
“WiFi”, p ¼ low and r3 ¼ 4 KB from this scenario. Using the
procedure introduced in Section 4.5.3, we first compute the
s1’s objective function value as fs1E ¼ 3:37, fs1

B ¼ 0, fs1
P ¼ 0:2.

s2, s3, s4’s objective function values can be computed in the
same way. Next, after normalization, using weights
ð0:818; 0; 0:182Þ calculated above, we have their decision
making matrix as

E B P

s1

s2

s3

s4

0:009 0 0:2

0:066 0 0:4

0:070 0 0:4

0:891 0 0:8

0
BBB@

1
CCCA:

Then we can derive their assessment indicator Is1 ¼ 0:0636,
Is2 ¼ 0:0781, Is3 ¼ 0:0819 and Is4 ¼ 0:9360. Finally, we

TABLE 5
Coefficients of f

si
E Under the “3G/4G” Environment

a1 a2 � 10�5 a3 � 10�5 � � � a36 � 10�5

s1 0.0109 18.3353 5.8319 � � � 0.7459
s2 0.0931 157.1928 -1.9227 � � � -1.8479
s3 0.1958 919.0721 80.4005 � � � -1.4471
s4 1.7017 5262.8034 -428.4273 � � � -55.9293

TABLE 6
Coefficients of f

si
E Under the “WiFi” Environment

a0 a1 � 10�5 a2 � 10�5 � � � a36 � 10�5

s1 0.0044 10.4341 -0.1919 � � � 0.2904
s2 0.0419 105.1097 0.8887 � � � -1.2413
s3 0.0996 430.0454 50.0781 � � � 4.7491
s4 0.9180 4284.6348 -47.2026 � � � -41.2783

Fig. 5. Impact of the processing data size r3 on Different Privacy Strat-
egies’ Battery Consumption. The square-shaped and circle-shaped
points are the actual data we measured in our experiments, which sepa-
rately represent each strategy’s battery consumption in different proc-
essed data size when user is under “3G/4G” or “WiFi” environment. We
fit these points to gain the red and blue curves, which depict the function
f
si
E ðr3Þ under “3G/4G” or “WiFi”.

TABLE 7
Comparison of Different Privacy Solutions
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recommended s1 which has the least assessment indicator
value to the mobile user.

5.3 Results With SmartGuard Versus Without
SmartGuard

Table 7 shows the comparison results of SmartGuard and
other specific privacy strategies ([5] with parameter k ¼ 30,
denoted as k-anonymity, [1] with key length 2,048 bits,
denoted as Paillier). We test the battery consumption E,
bandwidth consumption B and privacy level P for each
strategy under different scenarios. In this table, the real time
values of ri; ði ¼ 1; 2; 3Þ and e, p in the first column are
obtained from user’s smartphone in order to represent dif-
ferent scenarios. Note that, the battery consumption E in
the last two scenarios are not provided since the smart-
phone is in charging.

The first scenario means that a user’s smartphone is con-
nected to “WiFi”. She has very low remaining battery capac-
ity right now and only needs a low level privacy. In this case,
our goal is to save battery while meeting the desired privacy
level, without consideringmuch on the bandwidth consump-
tion. Consequently, SmartGuard recommends an energy effi-
cient solution (k-anonymity, k ¼ 3) with minimum battery
consumption and desired privacy level, which outperforms
other PPMs and ismore suitable to this specific scenario.

In the third scenario, the user’s smartphone is connected to
“3G/4G”, she has enough remaining battery and needs a
medium level privacy. Here, we focus on saving bandwidth
consumption and achieving the desired privacy level simul-
taneously. The results show that SmartGuard recommends a
solution (Paillier, key length = 512 bits) that can not only save
bandwidth consumption but also satisfy user’s privacy level.
In contrast, the k-anonymity [5] and Paillier [1] cost too much
bandwidth consumption, which means more extra network
fee to pay. Similarly in other scenarios shown Table 7, Smart-
Guard can perform good for each particular scenario.

To summarize, SmartGuard can recommend a suitable
privacy strategy to users under varying scenarios, with bet-
ter performance than existing solutions.

5.4 The Effects of Phone Models

The training data used in our fitting algorithm is obtained
from the Google developer’s phone. To see the effects of dif-
ferent phone models, we port our code to three other popular
smartphones shown in Table 8, including OnePlus 3T,
SAMSUNG S7 and LG Nexus 5. As shown in Fig. 6a, for
k-anonymitywith k=30 (i.e., s2), the energy consumption of dif-
ferent phone models have similar trends, i.e., all increase as
the amount of processed data increases. Fig. 6b also shows
similar trend with a different PPM. As a result, different
phone models have similar trends, and the recommendations
are valid for different phonemodels.

6 CONCLUSION

Instead of designing a specific PPM with certain tradeoffs
between privacy preservation and resource consumption for
mobile users, in this paper, we proposed a personalized pri-
vacy preserving framework called SmartGuard that dynami-
cally selects the best privacy preservation strategy for a user
from multiple available PPMs and configurations, consider-
ing the user’s preferences and the current status of user’s
mobile device. We proposed techniques to model the rela-
tionship among privacy level, available PPMs, and resource
consumption in terms of computation, communication and
storage, and then select the best privacy preservation strat-
egy. To illustrate how it works, we applied it to a specific
location privacy-preserving scenario and implemented it as
an Android App. Evaluations results showed that Smart-
Guard outperforms existing PPMs under various scenarios.
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