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Abstract

Cacdhing techniquescan be usedto reducebandwidth
consumptiorand dataaccesdlelayin wirelessad hoc net-
works. Whencacdeis used,cache consistencyssuesmust
beaddressedTo maintainstrongcaceconsistencin some
strategic scenarios(e.g., battle elds), the invalidation-
basedappmad is preferreddueto its low overhead.How-
ever, this approach may sufer from somesecurityattads.
For example a maliciousnode(intruder) maydrop, insert
or modifyinvalidationmessgesto misleadthereceivesto
usestale data or unnecessarilynvalidate the data that is
still valid. In this paper we proposea solution basedon
the IR-basedcacheinvalidation strategy to preventintrud-
ers from droppingor modifyingthe invalidation messges.
Althoughdigital signatuescan be usedto protectIRs, it
hassigni cantly highoverheadn termsof computatiorand
bandwidthconsumption.To addressthis problem,we pro-
posea family of randomizedroupingbasedschemedor in-
trusiondetectionand damage recovery. Extensiveanalysis
andsimulationsare usedto evaluatethe proposedschemes.
Theresultsshowthat our solutioncanachievea goodlevel
of securitywith low overhead.

1 Intr oduction

In wirelessad hoc networks, nodescommunicatewith
eachotherusingmulti-hopwirelesdinks. Dueto lack of in-
frastructuresupport,eachnodeactsasarouter, forwarding
datapacletsfor othernodes.Most of the previousresearch
in adhocnetworksfocusesonthe developmenif dynamic
routing protocols[6, 12, 15] thatcanefciently nd routes
betweertwo communicatinghodes Althoughroutingis an
importantissuein ad hocnetworks, otherissuessuchasin-
formation (data) accessare also very importantsincethe
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ultimategoal of usingad hoc networksis to provide infor-
mationaccesso mobilenodes.

Cachingfrequentlyaccessedataitemsattheclientside
is an effective techniqueto improve performancen wire-
lessnetworks. With caching,both bandwidthconsumption
anddataaccesglelay are reducedsince somedataaccess
requestganbesenedfrom thelocal cachetherebyohbviat-
ing the needfor datatransmissiorover the scarcewireless
links. Figure 1 shavs an examplein a battle eld, where
the communicatiorequipmentheld by a commandeanda
groupof soldiersform anadhocnetwork. Thecommander
hasa datacenter andthe soldiersneedto accesshe data
centerto getinformationaboutthe enemy the battle eld,
andthe attackplans. After a soldierobtainedthe informa-
tion from the datacenter other soldiersaroundhim may
alsoneedto accessheinformation.If thesoldiercancache
a copy of the datalocally anduseit to sene the requests
of othersoldiers. Thesesoldierswill not needto sendre-
guestandgetreply from thefaravay datacenterandhence
save bandwidthandreducethe accesslelay Techniquedo
achieve this hasbeendiscussedh [5].
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i client device held by the soldies g
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Figure 1. An ad hoc network in the battlefield

To usecache the mobile nodeshave to make surethat
the cacheddatais consistentith the dataat the datacen-
ter. Problemsrelatedto cacheconsisteng have beenstud-
iedin mary othersystemsuchasmulti-processoarchitec-
tures, distributed le systemsdistributed sharedmemory



anddatabasaystems.Two widely usedcacheconsisteng
modelsaretheweakconsisteng modelandthe strongcon-
sisteny model. In the weak consisteng model, staledata
might be returnedto the client. In the strongconsisteng
model, after a write completesno stalecopy of the mod-
ied datawill be returnedto the client. In someadwer
saryandstratgic scenariosuchasin thebattle eld (Figure
1), accessingtaledata(e.g.,outdatedenemyinformation)
may belife threateningandhencewe needto studyhow to
achieve strongconsisteng.

For strong cache consisteng, the polling-basedap-
proachcanbeused.In thisapproacheverytimetheuserre-
guestsadataitem andthereis acachedcopy, thecacherst
contactghe senerto validatethe cacheccopy, thenreturns
the valid copy to the user However, in a large network,
usingthe polling-basedapproachmay generatesigni cant
network traf ¢ [4, 23], sincealargenumberof clientsneed
to frequentlycontactthe senerto validatetheir cacheddata
items. To addresghe problem,the invalidation-basedap-
proachis widely used.In theinvalidation-basedpproach,
thesenerkeepsrackof theclientsthatcachethedata,and
sendsnvalidationmessageto the clientswhenthe datais
changed.

In the hostile scenariosuchasin the battle eld, some
nodesin the network may be malicious;the adwersarymay
alsocaptureandcompromisesomenodes andmake useof
the compromisechodesto launchvariouskinds of attacks
ontheinvalidation-basedpproachBasically therearetwo
kinds of attacks:First, the compromisechodes(intruders)
may stoppropagatingheinvalidationmessagesndnodes
far away from the datasourcemay not be ableto receve
the invalidation messageand may usethe stale cache(or
replica) without realizingit. Second,an intrudermay in-
jectafalseinvalidationmessagegr modify a passingnval-
idation messageto misleadthe receversto usetheir stale
cacher invalidatetheir cachesvhich arestill valid.

In this paperwe proposesolutionsto dealwith theabove
attackson cacheconsisteng. To prevent maliciousnodes
from droppingtheinvalidationmessagesye borrow ideas
from the IR-basedcacheinvalidation[1, 3]. In this ap-
proach,the sener periodically broadcastsan invalidation
report (IR) in which the changeddataitemsareindicated.
SincelRs aresentoutregularly, theclientsexpectthelR at
regulartime interval. If a client maliciouslydropsan IR,
the nodesthat areexpectingthe IR candetectit, andsome
measureanbetakento addresgheattack.To preventma-
licious nodesfrom modifying the IRs, digital signaturecan
be used. To reducethe high overheadassociatedvith the
digital signatureapproachye proposeafamily of random-
ized grouping-basetkchniquedor intrusiondetectionand
intrusionrecovery. Extensve analysisandsimulationsare
usedto evaluatethe proposedschemes.The resultsshow
that our solution can achieve good level of security with

low overhead.

The rest of the paperis organizedas follows: Section
2 briey presentshe relatedwork. Section3 describes
the systemmodel. Section4 proposessolutionsto defend
againsdroppinginvalidationmessagesSections proposes
randomizedyroupingtechniquedo reducethe authentica-
tion overhead. Securityanalysisof the proposedsolution
is presentedn Section6. Section7 reportsthe simulation
resultsandSection8 concludeghe paper

2 RelatedWork

Recently mary researcherbave studiedsecurityissues
in adhocnetworks. Hubauxetal. [11] addressetheissues
of distributing publickeysin adhocnetworks, by proposing
to let usersissuecerti cates for eachotherbasedon their
personahcquaintanceZhouandHaag26] proposed so-
lution basedon thresholdcryptography Basedon a trusted
certi cate authority Sanzgiriet al. [21] proposeda solu-
tionto secureoutingprotocolsin adhocwirelessnetworks.
To addresshe high overheadassociateavith obtainingand
verifying the digital certi cates,Hu et al. proposeda pro-
tocol [9] to secureon-demandouting protocolsbasedon
TESLA [18], anefcient broadcastuthenticatiorscheme
that requiresloosetime synchronization. Our work also
aimsto reducethe high overheadf digital sighaturesBut
our solutionis differentfrom TESLA in thatit introduces
very smallveri cation delay

Even with secure routing protocols, the
source/destinatiormay still setup a route which goes
through a misbehaing (malicious) node that agreesto
forward paclets but fails to do so. Marti et al. [17]
proposedo usea watchdag entity to identify misbehaing
nodesanda pathrater mechanisnto avoid routing paclets
throughmisbehaing nodes.However, mishehaing nodes
are not punished,and thus thereis no motivation for the
nodesto cooperate.To overcomethis problem,Bucheyger
and Le Boudec[2] de ned protocolsthat are basedon
a reputationsystem. In our intrusion detectionscheme,
nodesdo not needto use promiscuousmodeto monitor
the transmission®f their neighbors.Instead the message
authenticatiorcodesgeneratedising keys are checled to
identify intrusions.

Otherresearcherns this eld alsoaddressheproblemof
intrusiondetection[25] and MAC layer misbehaior [14].
Therearealsoresearchesn securingsensometworks [7,
27, 16, 24]. To our knowledge,thereis no existing work
addressindhe problemof attackson cacheconsisteng in
adhocnetworks,whichis the majorgoal of this paper



3 SystemModel

We considerawirelessadhocnetwork, asshovn in Fig-
ure 1, which consistsof a datacenterand mary ordinary
nodes.Thedatacenter(alsocalledserve) storeddatathatis
updatechow andthen.Someordinarynodegcalledclienty
frequentlyaccesghe data,and cachesomedatalocally to
reducenetwork traf c anddataaccesdelay We assume
strongcacheconsisteng is required,andthe invalidation-
basedcacheconsisteng modelis used.

In the invalidation-basedscheme,the sener needsto
sendinvalidation messageso clients. The mostreliable
methodto ensurethat all clientswith cacheddatareceve
theinvalidationmessageis to use ooding, which hasvery
high overhead. Anotheroptionis to usemulticastby set-
ting up a multicastgroup (tree) [20], wherethe sener is
the root of the tree. With this approacha nodecan nd
out whetherits local cacheis valid or not. If not, the node
hasto senda requestto the datacenterto askfor the up-
dateddata.If thedatawill beaccessetly mary nodesthis
approacmot only increaseshe accesglelay but alsocre-
atesa large amountof network traf c. To furtherimprove
performancethemulticasttreecanalsobeusedto pushup-
dates. Nodesreceving theseupdatesdo not needto send
uplink requestsaand canreducethe accessielayandband-
width consumption. However, if no nodeis interestedn
this dataupdate,pushingdatadown only consumesxtra
bandwidth.Technique$20] exist to identify frequentlyac-
cessedlatawhoseupdatesshouldbe pushed.lt is easyto
seethatthe multicasttreecanbeusedfor pushingcachen-
validationandfrequentlyaccessedatato improve the sys-
temperformanceln this paper we assumehata multicast
treehasbeenbuilt dueto theaforementionedeasonsSome
existingtechnique$8, 13, 15, 22] canbeusedto setupand
maintainthe multicasttreein adhocnetworks.

We considentwo typesof attacksthata maliciousnode
can launch on the invalidation-basedcache consisteng
scheme:

The nodemay drop someinvalidationmessagesuch
thatits descendantsan not receie the messagend
hencemayunknawvingly usestalecachedlata.

The node may modify some invalidation messages
thatit forwards,suchthatits descendanthay receve
wronginvalidationmessageandhencemay unknow-
ingly usestalecacheddataor unnecessariljnvalidate
cachedlata.

4 Defending Against Dropping Invalidation
Messages

To prevent maliciousnodesfrom droppinginvalidation
messagesye borrav ideasfrom the IR-basedcacheinval-

idation[1, 3] scheme.In this approachthe sener period-
ically broadcastsn invalidation report (IR) in which the
changeddataitems areindicated. The IR consistsof the
currenttimestampl; andalist of tuples(dy; tx) suchthat
tx > (T; w L), wheredy is the dataitemid, ty is

the mostrecentupdatetimestampof dy, L is the lengthof

theinvalidationbroadcasinterval, andw is theinvalidation
broadcastwindow size.In otherwords,IR containsthe up-

datehistory of the pastw broadcasintervals. Basedon the
valueof w, clientscanstill validatetheir local cacheeven
aftermissingw 1IRs. Similarto theoriginalinvalidation-
basedapproach clients usethe invalidation messag€IR)

to invalidatetheir local cache. Differentfrom the original

invalidation-basedpproachthe IR is sentout regularly,

andtheclientsexpectthe IR atregulartime interval. There-
fore, if amaliciousnodedropsan|R, its descendamodes
candetectit. A nodemayalsomissanIR dueto multicast
treepartition causedy nodemovementor nodefailure. In

either case,the nodewill re-join the multicasttree using
someexisting multicastingprotocols[8, 13, 22], andthen
getthemissedR.

5 Reducingthe Authentication Overhead by
RandomizedGrouping

To preventamaliciousnodefrom modifyinganIR, each
IR shouldbe authenticatedand digital signaturescan be
usedfor authentication.However, this approachhashigh
overheadothin termsof computatiorandbandwidth[10].
To addressthis problem, symmetric cryptographictech-
niguessuchasTESLA [18] maybeused.TESLA provides
sourceauthenticationwith messge authenticationcodes
(MACs) usingonly symmetriccryptographybasedon de-
layeddisclosureof keys by the sender However, whenap-
plying TESLA to a large ad hoc network, the senderdis-
closesa key to authenticate previously sentpaclet, only
afterthefurthestnodehasalreadyrecevedthepaclet. Due
to thelargeauthenticatiordelay TESLA is not suitablefor
authenticatingRs. In this section,we presenta novel so-
lution to reducethe authenticatioroverheady randomized

grouping.
5.1 The Basicldea of RandomizedGrouping

In the proposedsolution, the nodes(IR recevers) are
randomlydistributedinto multiple groups andthedatacen-
ter (sener)! sharesauniquegroupkey with thereceversof
eachgroup. Beforethe nodesaredeployed, the sener (de-
notedasN ) randomlypicksthe following keys:

1To simplify presentationwe assumehatthereis only onesener. The
solutioncancertainlybe extendedto the caseof multiple seners.



(Pg Py ): Py isits publickey, andP, is its private
key.

fKigizo:1: .m 1: Kj isthegroupkey sharedby the
sener andthe receversin groupi, whereM is the
numberof groups.

For eachtrustednodeN; (i = 1;2; ) thatis allowedto
join the network, it is rst randomlyassignedo oneof the
M recevergroups.Then,it is preloadedvith thefollowing

keys:
Py : thepublickey of thesener.

(P ;P, ): P andP, arethepublicandprivatekeys
of N;. WhenN; disseminategs public key to others,
it shouldshow the certi cate issuedby thesener, i.e.,
P, fP;" g, which canbeveri ed by othernodesusing
Py -

Kgi): the group key sharedby N; and the sener,
whereg(i) is thegroupid of N;.

Whenthe sener sendsout an IR, the IR is protectedby
several MACs, eachwith one groupkey. Sinceeachre-
ceiver only knows one of the keys, if anintrudermodi es
thelR andthe MA C usingthegroupkey it knows,themod-
i cation canbe detectedby a descendanin a differentre-
ceivergroup.

For example, as shaovn in Figure 2 (a), Ng is the
sener andtwo groupkeys Ko andK ; areused. Ng con-
structsa secue IR (SIR) by appendingwo MACs to the
IR, i.e.,,SIR = HR;MACy;MAC;i, whereM AC; =
Ck,(IR);i = 0;1, andC is a MAC function. Then, it
sendsthe SIR to N1, which forwardsit to N, andNj. If
N, andN3z know K g while N, knowsK 1, maliciousmod-
i cations canbe easilyidenti ed. For example,if N, is a
maliciousnodeandit modi es the IR, N3 will be ableto
detectthis modi cation by verifying M ACy. After N3 re-
portsthis modi cation to the sener, the sener caneasily

nd thatN, is themaliciousnode.

In the ideal casewhere neighbornodesuse different
keys, themaliciousnodecanbeeasilyidenti ed. However,
if two neighbornodesusethe samegroupkey, furtheriso-
lation may be dif cult. For example,if both N; andN,
useK o, it will be dif cult for the senerto nd out who
is the maliciousnode. Further if the maliciousnodescan
collude, a maliciousnode may know more than one key;
i.e., they cansharetheir groupkeys with eachother In the
following, we proposesolutionsto dealwith thesecases.

5.2 Intrusion Detection

SupposeM ¢ groupkeys (K1;K2;  ;Kn,) have been
compromised. When an intruder receves a SIR, it may

modify the IR. Certainly it alsoneedgo adjustthe associ-
atedMACsin ordernotto be detectedSinceit only knows
somegroupkeys, it canonly modify someMA Cscorrectly
Speci cally, themodi ed SIR (SIR") canbe asfollows:
HR%MACY;

;MACS ;MACwu +1; ;MACwmi;

where

MAC?= Cx,(IR%;i= 1,2, ;Mg
The intruderforwardsthe SIR' to its children. On recev-
ing the messageeachnode (with group key K;j) checks
the integrity of the messageby comparingM AC; in the
messageo the MAC computedby itself (i.e., Ck; (I R)).
If they aredifferent,the nodeimmediatelyknows thatone
of its ancestorsn the multicasttreeis the intruder Oth-
erwise,the nodecannot detectthe intrusion,andforwards
the messageo its children. We call a nodedetectorif the
nodecandetecta modi ed SIR it receves;andcall anode
victimif the nodereceivesa compromisedIR but cannot
detectit. Figure2 (b) shavs anexample wheregroupkeys
K1 andK , arecompromisedandintruderN; modi es the
SIR with thesekeys. The modi cation is not detectedby
descendantl, whosegroupkeys have beencompromised.
However, it canbedetectedy N3 whosegroupkey hasnot
beencompromised.Therefore N, is avictim andN3 is a
detector

5.3 Intrusion Recovery

In this subsectionwe rst presentheintrusionrecovery
schemeunderthe assumptiorthatthe intrusiondetectoris
innocent. Then,we considerthe caseswvheretheintrusion
detectoris malicious,andshawv thatthe intrusionrecovery
schemecanalsodealwith thesecases.Finally, the limita-
tion of the schemas discussed.

5.3.1 TheIntrusion Recovery Scheme

When an innocentnode detectsan intrusion, the detector
sendsto the sener a SIRRegmessagevhich includesthe
following information: the receved SIR, an accusatiorto
its parent,andarequesfor thecorrectSIR. Sincethe mes-
sagemay go througha maliciousnodewhich can modify
its content,the messagahouldbe signedusingthe private
key (i.e.,P; ,wherei isthelD of thedetector)f thedetec-
tor. Certainly themaliciousnodemaydropthemessageln
this casethe detectorhasto nd otherroutesandsendthe
message&gain,until it recevesa reply from the sener. If
going throughthe maliciousnodeis the only way to reach
thesener, it will be similar to the problemof network par
tition, andthenodemustbe awarethatthe cacheddatamay
bestale.
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Figure 2. Intrusion detection

On receving a requestfor a correct SIR, the sener
repliesthe SIR which is encryptedusing its private key
(P, ) sothatothernodescannotmodify themessagesSuch
a specialSIR is referredto asheavy-SIRhSIR) Whenthe
detectorecevesthe hSIR, it decryptsthe messagerecon-
structsa correctSIR, andforwardsthe SIR to its children.

With the above processthe victims (e.g.,N» in Figure
2 (b)) still cannotrecover. To addresghe problem,the de-
tectorshouldsendan intrusion detectionnoti cation to its
parent. The noti cation messagecludesthe SIR it re-
ceivedandthe positionof theincorrectMAC. Thenoti ca-
tion shouldalsobe signedusingthe privatekey of the de-
tectorto avoid anintruderfrom impersonatingthernodes.
Onreceving a noti cation from its child, therecever, if it
is innocentrespondsasfollows:

(R1) If theSIR includedin thenoti cation is differentfrom
the SIR it previously sentto the child, thereceverim-
mediatelyrealizeghatthechild changedheSIR andis
anintruder So,it sendsareportto thesenerto accuse
thechild.

(R2) If the“incorrect MAC” claimedin the noti cation is
actually correct,i.e., the detectormaliciously gener
atesa falsealarm, the recever sendsa reportto the
sener to accusehe detectorwith the recevednoti -
cationasanevidence.

Data Center ‘
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Y ANl )
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\intrusion detection
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Ny(with K3
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Data Center ‘
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Figure 3. Intrusion recovery. (a) The detector
(N3) reports to the data center, and sends in-
trusion detection naotifications to the victims.
(b) After receiving the hSIR from the server,
N3 sends the correct SIR to its children and
forwards the hSIR to the victims.

(R3) If the noti cation passeghe above tests,the recever
propagateshenoti cation to its parentandotherchil-
dren,sincethey mayalsobevictims. Also, therecever
sendsto the sener the following information: the re-
ceivednoti cation, andanaccusatioro its parent.The
aborveinformationmaybe usedfor theintruderidenti-

cation purpose.Therecursve processontinuesuntil
it reachesan intruder, which may not wantto propa-
gatethenoti cation, or anodethathasalreadyknown
theintrusionfrom otherdetectors.

After thedetectorrecevesa hSIRfrom thesener, thehSIR
is forwardedto thevictimsin the sameway astheintrusion
detectionnoti cation. Figure 3 illustratesan executionof
therecovery scheme.

For the purposeof damageecorery, a client shouldwait
for sometime (calledguarding delay) beforeusingthere-
ceived SIR. With this delay if a descendanof the client

nds thatthe SIR hasbeencompromisedandits intrusion
detectiomoti cation reachegheclient beforethe guarding



delayexpires, the client canavoid usingthe compromised
SIR. Certainly usingthe guardingdelayincreaseshe data
accesslelay However, basedntheanalyticalresults(Sec-
tion 6) andthe simulationresults(Section7), maintaining
a good level of securityonly needsa very short guarding

delay, and hencethe additional dataaccesslelay is very

small.

5.3.2 Dealingwith Malicious Detectors

If anodemaliciouslyinitiatesanintrusionrecoveryprocess,
it mustbe oneof thefollowing two cases:

Q

Ny (innocent)

Q Ny
| maliciou
O detector - Node (s)

(@)

T Ny (innocent, knowing Ki)

O

o Ny (innocent, not knowing Ki)

O detectomaliciously accusing MACI)

(b)

Figure 4. Dealing with Malicious Detectors

Casel: As shavnin Figure4 (a), themaliciousnodemod-

i es areceived SIR, andsendsout a falseintrusiondetec-
tion noti cation to its upstrearmodes. Accordingto (R1),

the rst innocentnodeon the pathfrom the detectorto the

sener, i.e., N, candetectthe modi cation and stopprop-

agatingthe intrusion detectionnoti cation. Therefore,no

innocentodeis affectedby the attack.

Case2: As shawvn in Figure4(b), the maliciousnodedoes
not modify an SIR, but claimsthat M AC; in the SIR is

modi ed by its upstreamnodes. Accordingto (R2), Ny,

whichis the rst innocentnodeon the pathfrom the mali-

ciousnodeto the sener thatknows K, candetectthe at-

tack. Ny will stop propagatingthe noti cation. Further

more,accordingo (R3),the rst innocentnodeon the path
from the maliciousdetectorto the sener, i.e., N, sends
the noti cation (issuedby the malicious detector)to the
sener. The sener canthusidentify the maliciousdetec-

tor, andsendsa hSIRto N, to rescuethe innocentnodes
betweerN, andN,.

5.3.3 Limitation of the Scheme

Evenwith a guardingdelay the damagerecovery scheme
cannot rescueall victims. Somevictims may still usea
modi ed SIR without knowing it. This happensvhenthe
modi ed SIR has not beendetectedbefore this nodere-
ceivesit, andnoothernodedetectst later;or evenadescen-
dantdetectgheintrusion,this nodecannot receve thein-
trusiondetectionnoti cation from the detectoy sincethere
is anotherintruder on the path connectingthem. We call
sucha victim cache consistencyictim (cc-victim) Later,
wewill evaluatethe probabilityfor anodeto beacc-victim
throughanalysisandsimulations.Theresultsshav thatthe
probabilityis low whenthenumberof groupsis largeor the
numberof intrusionis small.

5.4 Other Security Issues

The randomizedgrouping-basedchemesare designed
to defendagainstattackson cacheconsisteng, anddo not
aimto addresall typesof attacksacompromiseahodemay
launch, suchas continuouslyinjecting pacletsto jam the
channelor arbitrarily droppingpassingpaclets. Many ex-
isting techniqueg26, 14, 11, 17, 2] canbe usedto defend
againstheseattacks.

To attackcacheconsisteng, anintrudermay alsomod-
ify the updateddatasentby the sener, andmisleadthe re-
ceiversto useandcachefalsedata.We canusetherandom-
ized grouping-basedchemego dealwith theseattacks.If
the datais not frequentlyupdatedwe canalsousedigital
signaturedo achiese higherlevel of security without sig-
ni cantly increasingheoverhead.

6 Security Analysis

In this sectionwe usethemetricof cc-victimprobability
(i.e., the probability that a node becomesa cc-victim) to
shaw the securitylevel of the proposedschemes.

6.1 Preliminaries

6.1.1 Notationsand Assumptions

In ouranalysiswe usethefollowing notationsandassump-
tions:

N, N¢, Mc: N is the numberof nodeson the tree;
N¢ is the numberof compromisechodes;M. is the
numberof compromisedjroups.



M : the numberof groups. We assumethat the re-
ceiversareuniformly distributedto thesegroups;i.e.,
the probability for a recever to be in groupi (i =
0,1, M 1)isg.

d, H: For simplicity, we assumehat the senderand
receversform ad-arytree;i.e.,eachnon-leafnodehas
exactly d children. Also, thetreeis full andthe height
of thetreeisH. Thus,N = Y11 *di = d" 2

6.1.2 Distribution of M

Giventhenumberof groups(M ) andthe numberof intrud-
ers(N¢), how mary group keys may be compromiseds
highly relatedto the level of securityachiezed. We now
computethe distribution of the numberof compromised
keys (M¢); i.e., P(Mc = i ] M;N¢g) (M > O;N¢ > 0)
fori = 1;2; ;min(M;N).

Let A(m; ng;i) bethetotal numberof differentoptions
that assignn., nodesto i groups, where the number of
groupsis m. So,

0; Ne < i;
m; n inNi=1;
A(m;ne;i) = ¢
SiSI(e)AM Lne i 1)
+A(m 1;nc;i); otherwise

@
Thetotal numberof optionsfor assigningh. nodesto at
mostm groupsis m"¢, so

A(M;Ng;i)

P(Mc=1jM;Nc)= M Ne

(@)

and
M
EMcjMiNg) = 3 i P(Mc=ijM;No)l  (3)
i=1

SinceM and N are constantin the restof this section,
we useP (M) (or E(M.)) insteadof P(M¢ j M;N) (or
E(McjM;N)).

6.2 The cc-victim Probability

In this sectionwe introducethe sufcient andnecessary
conditionfor a nodeto be a cc-victim. Basedon the con-
dition, we derive the cc-victim probability. Beforethis, we
needto introduceseveralde nitions asfollows:

De nition 1 (down hijacked) A nodeis down hijacked if
thegroupkey it holdsis knownto anintruderandit satis es
atleastoneofthefollowingconditions:(1) It isanintruder;
(2) It is aleafnode;(3) All its childrenare downhijacked.

De nition 2 (up hijacked) A nodeis up hijacked if the
groupkey it holdsis knownto an intruder andit satis esat
leastone of the following conditions: (1) It is an intruder;
(2) Its parentis an intruder; (3) Its parentis up hijacked
andtheotherchildrenof its parentare downhijacked.

De nition 3 (fully hijacked) A nodeis fully hijackedif it
is bothdownhijacked and up hijacked.

O
()

Figure 5. Up hijacked, down hijacked and fully
hijacked nodes

Figure 5 shavs a multicasttree. In this tree,nodeN
and N are the intruders, and their group keys K1 and
K, arethe compromisedkeys. Amongtheinnocentnodes
(N2;N3;  ;Ng), N2 andNg aredown hijacked, N, and
N3 areup hijacked,andonly N is fully hijacked.

Basedon the previous de nitions, we canobtain Theo-
rem 1, which is presentedsfollows. Due to spacelimit,
we do notshav the proof.

Theorem1 A nodeis a cc-victimif and only if it is fully
hijacked.

For al-level innocentnode,let the probability thatit is
down hijacked, up hijacked andfully hijacked be Pp.q (I j
Mec), Pru (1] M¢) andPns (1 j M¢), respectiely.

Accordingto De nition 1,

Me, I=H 1
Pha (Ij M¢) = Mol 4 (1 )Pha(l+ 1) Mo
0 I<H 1L
4
Accordingto De nition 2,
0; =01,
Phu (1jMe)= ¢ 5l + @ IPru(l 1jMc)]
[ +@ IPra(iM® Y
2 I H &L
®)



Accordingto De nition 3,
Pht (1] Mc) = Pra (1 ] Mc)  Phu (1] M) (6)

Thus,the probabilitythata nodeis a cc-victimis:

d1 (7

Mz

[Prs (1] Mc =)

= P(M¢ = i)
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Figure 6. cc-victim probability

Accordingto Eq. (4)-(7), the cc-victim probability can
be calculated Figure6 shavsthatthe cc-victim probability
increaseasN. increasesvhile theotherparameterarethe
same. Figure6 (a) and (b) shows thatthe cc-victim prob-
ability decreaseasM increases.ComparingFigure 6 (a)

andFigure6 (b), we nd thatincreasingN canreducethe
cc-victim probability. Figure 6 (c) shavs the impactof d.
As shavnin this gure, whenN is similar, increasingd can
reducethe cc-victim probability. In generalwhenM is not
verysmall(e.g.,M  10), thecc-victim probabilityis very
small,especiallywhenN is large.

7 PerformanceEvaluations

In this sectionwe evaluatethe proposedntrusiondetec-
tion and damagerecovery schemesn more practicalsce-
narios. We rst describethe simulationmethodologyand
thenpresentaindanalyzethe simulationresults.

7.1 Simulation Methodology

We develop a simulatorbasedon ns2 (version2.1b8a)
[19]. In this simulator the IEEE 802.11 MAC protocol
andthetworaygroundpropagatiormodelareadopted 100
clientsarerandomlydistributedover a 1600 400m? at
eld, anda sener is locatedat a cornerof the eld. All
thenodesarestationaryandform atreerootedatthesener.
The sener maintains100 dataitems,and eachitem is up-
datedat aninterval which is uniformly distributedwith the
meanvalue of 300s. Eachclient access dataitem at an
interval whichis uniformly distributedwith the meanvalue
of 30s. Sincea client may concentraten a speci ¢ setof
dataitems, we assumethat 80% queriesissuedby a spe-
ci ¢ clientarefor asetof 10 dataitems,andthe other20%
gueriesissuedby the client arefor otherdataitems. Each
client hasa cachethatcanstore20 dataitems. Most simu-

lation parametersreshavn in Tablel.

Table 1. Simulation Parameters

Parameter Values
Field size(m?) 1600 400
Communicatiomangeof eachnode(m) | 250
Bandwidth(Mb/s) 2
Numberof dataitems 100
Cachesizeof eachclient (dataitems) 20
Averagedataupdateintenal (s) 300
Averagedataaccessateeachclient(s) | 30
Clientnumber 100
Groupnumber:M 2-20
Intrudernumber 1-10
Guardingdelay(s) 0:03-0:2
Simulationtime for eachscenariq(s) 3000

IR intenal (s) 20

IR window size 5

In the simulations,we usethe following metrics: the
misdetectiorprobability(i.e., theprobabilitythatintrusions




arenotdetectedy arny node),thecc-victim probability, the

averagedataaccessdelay and the extra bandwidthcon-

sumedby the proposedschemes. Note that the rst two

metricsare usedfor measuringhe securitylevel achieved

by the schemesandthe lasttwo metricsarefor measuring
theoverheadroughtby theschemes.

7.2 Simulation Results

7.2.1 Misdetection Probability
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Figure 7. Misdetection probability

Figure7 shavs the misdetectiorprobabilityasthe num-
ber of intruders(N¢) andthe numberof groups(M ) vary.
WhenM is very small (e.g.,M = 2), evena smallnum-
ber of intrudersmay compromisenostgroupkeys, which
malesit dif cult orimpossiblefor aninnocentnodeto de-
tect the intrusion. Therefore,as shavn in the gure, the
misdetectionprobability is large and increasegapidly as
N. increases. However, as M increasesthe numberof
groupkeys thatarenot compromisedlsoincreasesywhich
reduceshemisdetectiorprobability. Also, whenM islarge
(e.g.,M 10), moreinnocentnodesbecomethe descen-
dantsof anintruderasN increasesMeanwhile increasing
N doesnot rapidly increasethe numberof compromised
keys. Consequentlythe misdetectiorprobability decreases
asN. increases.

7.2.2 The cc-victim Probability

Figure 8 shaws the cc-victim probability As we cansee,
thecc-victim probabilityincreasesistheguardingdelayin-
creases.This can be explainedasfollows: A victim can
not detecta compromisedSIR whenit recevesit, but its
descendanivith non-compromisedtey may detectthe in-
trusionlaterandsendit anintrusiondetectionnoti cation.
In this case,increasingthe guardingdelay also increases
the probabilitythata victim recevesanintrusiondetection
noti cation beforeusingthemodi ed SIR.
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Figure 8. cc-victim probability

As shawn in Figure 8 (a), whenthe numberof intrud-
ers(N¢) is x ed,thecc-victim probability decreaseasthe
numberof groups(M ) increasesThis is mainly dueto the
reasonillustratedin Figure7. The intrusion misdetection
probabilitydecreaseasM increasesi;e.,theprobabilityof
detectinganintrusionandrecoveringfromit increaseasM
increasesTheimpactof N. onthecc-victim probabilityis
shavnin Figure8 (b). WhenM is x ed,thecc-victimprob-
ability increasessN. increasesThisis becauséncreasing
N alsoincreaseghe numberof fully hijacked nodes(as
shavn in Section6). Notethatthetrendsshavn in Figure8
(a) and(b) areconsistentvith the analyticresultsshavn in
Figure6.

7.2.3 DataAccessDelay

Figure9 shavs the averagedataaccesslelayasthe system
parametersary. Fromthe gure, we can nd thatusingthe
proposedschemesncreaseshe averagedataaccessielay

comparedo theoriginal IR schemeWe call the difference
asSlIRaccesglelay, whichis theaveragetime elapsedrom

thetime whenan SIR is sentout by the senerto thetime

whenanodereally usedt. Fromthe gure, we canseethat
the dataaccesslelayis only slightly increasedwvhenusing
our scheme For example,whenM = 10andN. = 9, the
delayis increasedbout2%.
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Figure 9. Average data access delay

As shavn in Figure9 (a), whenthe numberof groups
(M) is very small(e.g.,M = 2), the averageSIR access
delayis alsovery small. This is becausemostintrusions
cannot be detectedasshown in Figure7), and hencethe
SIR accesdlelayfor mostnodesis minimized (i.e., equal
to the sumof the SIR propagatiordelay andthe guarding
delay). However, whenM is notverysmall(e.g.,M  5),
mostintrusionscanbe detectedandmostintrusionvictims
canreceve anintrusiondetectionnoti cation beforeusing
the SIRsthey have recevved. Thereforethey alsoneedto
wait for the hSIRsfrom the correspondingletectorqrefer
to Section5.2), whichincreasesheir SIR accesslelay

Figure9 (a) alsoshavs that, whenM 5, the SIR ac-
cesdelaydecreaseasM increasesThisis dueto thefact
thattheaveragevictim-detectordistancelecreaseasM in-
creasesAs thedistancedecreaseghetime for avictim to
receve a hSIR from the detectoris reduced. Figure 9 (b)
shaws that, the SIR accesgdelay increasess the number
of intruders(N ) increasesSimilarly, thisis dueto thefact
thattheaveragevictim-detectordistanceéncreasessN. in-
creasesAs the distancencreasesthe time for a victim to
receve ahSIRfrom thedetectoralsoincreases.

Basedontheresultsshovnin Figure8 andFigure9, we
canbalancehecc-victimprobabilityandtheSIR accessle-
lay by selectingan appropriateguardingdelay For exam-

ple,if M = 10andthe guardingdelayis 150ms, very low
cc-victim probability (i.e., lessthan 1:5% whenN.  7)
canbeachierzed,andthe SIR accesglelayis notlarge(i.e.,
640ms-680ms).

8 Conclusion

Whencachingtechniquesireused cacheconsisteng is-
suesmustbeaddressedTheinvalidation-basedpproachs
widely usedto maintain strongcacheconsisteng. How-
ever, this approachmay suffer from somesecurityattacks.
For example,theinvalidationmessagemay be droppedor
modi ed by maliciousnodes. To defendagainstsuchat-
tacks,we proposed solutionbasedon the IR-basedcache
invalidationstratgyy. Sinceusingdigital signaturego pro-
tectthe IR hassigni cantly high overheadwe proposeca
family of randomizedyroupingbasedechniquedor intru-
siondetectionanddamageecovery. Analytical resultsand
simulationresultsshaved that the proposedsolution can
achieve goodlevel of securitywith low overhead.
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