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Abstract

Caching techniquescan be usedto reducebandwidth
consumptionanddataaccessdelayin wirelessad hocnet-
works. Whencacheis used,cacheconsistencyissuesmust
beaddressed.To maintainstrongcacheconsistencyin some
strategic scenarios(e.g., battle �elds), the invalidation-
basedapproach is preferreddueto its low overhead.How-
ever, this approach maysuffer from somesecurityattacks.
For example, a maliciousnode(intruder) maydrop, insert
or modifyinvalidationmessagesto misleadthereceivers to
usestaledata or unnecessarilyinvalidate the data that is
still valid. In this paper, we proposea solutionbasedon
the IR-basedcacheinvalidationstrategy to preventintrud-
ers from droppingor modifyingthe invalidationmessages.
Althoughdigital signaturescan be usedto protect IRs, it
hassigni�cantly highoverheadin termsof computationand
bandwidthconsumption.To addressthis problem,wepro-
posea familyof randomizedgroupingbasedschemesfor in-
trusiondetectionanddamage recovery. Extensiveanalysis
andsimulationsareusedto evaluatetheproposedschemes.
Theresultsshowthatour solutioncanachievea goodlevel
of securitywith low overhead.

1 Intr oduction

In wirelessad hoc networks, nodescommunicatewith
eachotherusingmulti-hopwirelesslinks. Dueto lackof in-
frastructuresupport,eachnodeactsasa router, forwarding
datapacketsfor othernodes.Most of thepreviousresearch
in adhocnetworksfocuseson thedevelopmentof dynamic
routingprotocols[6, 12, 15] thatcanef�ciently �nd routes
betweentwo communicatingnodes.Althoughroutingis an
importantissuein adhocnetworks,otherissuessuchasin-
formation (data)accessare also very importantsincethe
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ultimategoalof usingadhocnetworks is to provide infor-
mationaccessto mobilenodes.

Cachingfrequentlyaccesseddataitemsat theclient side
is an effective techniqueto improve performancein wire-
lessnetworks. With caching,bothbandwidthconsumption
anddataaccessdelayarereducedsincesomedataaccess
requestscanbeservedfrom thelocalcache,therebyobviat-
ing theneedfor datatransmissionover thescarcewireless
links. Figure1 shows an examplein a battle�eld, where
thecommunicationequipmentheldby a commanderanda
groupof soldiersform anadhocnetwork. Thecommander
hasa datacenter, andthe soldiersneedto accessthe data
centerto get informationaboutthe enemy, the battle�eld,
andtheattackplans. After a soldierobtainedthe informa-
tion from the datacenter, other soldiersaroundhim may
alsoneedto accesstheinformation.If thesoldiercancache
a copy of the datalocally anduseit to serve the requests
of othersoldiers. Thesesoldierswill not needto sendre-
questandgetreply from thefarawaydatacenter, andhence
save bandwidthandreducetheaccessdelay. Techniquesto
achievethis hasbeendiscussedin [5].

data center held by the commander

client device held by the soldier

source
other data 

Figure 1. An ad hoc network in the battlefield

To usecache,the mobile nodeshave to make surethat
thecacheddatais consistentwith thedataat thedatacen-
ter. Problemsrelatedto cacheconsistency have beenstud-
ied in many othersystemssuchasmulti-processorarchitec-
tures,distributed �le systems,distributedsharedmemory,



anddatabasesystems.Two widely usedcacheconsistency
modelsaretheweakconsistency modelandthestrongcon-
sistency model. In theweakconsistency model,staledata
might be returnedto the client. In the strongconsistency
model,after a write completes,no stalecopy of the mod-
i�ed datawill be returnedto the client. In someadver-
saryandstrategic scenariossuchasin thebattle�eld (Figure
1), accessingstaledata(e.g.,outdatedenemyinformation)
maybelife threatening, andhenceweneedto studyhow to
achievestrongconsistency.

For strong cache consistency, the polling-basedap-
proachcanbeused.In thisapproach,everytimetheuserre-
questsadataitemandthereis acachedcopy, thecache�rst
contactstheserver to validatethecachedcopy, thenreturns
the valid copy to the user. However, in a large network,
usingthe polling-basedapproachmay generatesigni�cant
network traf�c [4, 23], sincea largenumberof clientsneed
to frequentlycontacttheserver to validatetheircacheddata
items. To addressthe problem,the invalidation-basedap-
proachis widely used.In the invalidation-basedapproach,
theserverkeepstrackof theclientsthatcachethedata,and
sendsinvalidationmessagesto theclientswhenthedatais
changed.

In the hostilescenariossuchasin the battle�eld, some
nodesin thenetwork maybemalicious;theadversarymay
alsocaptureandcompromisesomenodes,andmakeuseof
the compromisednodesto launchvariouskinds of attacks
ontheinvalidation-basedapproach.Basically, therearetwo
kinds of attacks:First, the compromisednodes(intruders)
maystoppropagatingtheinvalidationmessages,andnodes
far away from the datasourcemay not be able to receive
the invalidationmessageand may usethe stalecache(or
replica)without realizing it. Second,an intrudermay in-
jecta falseinvalidationmessage,or modify apassinginval-
idationmessage,to misleadthe receiversto usetheir stale
cachesor invalidatetheir cacheswhicharestill valid.

In thispaper, weproposesolutionsto dealwith theabove
attackson cacheconsistency. To prevent maliciousnodes
from droppingthe invalidationmessages,we borrow ideas
from the IR-basedcacheinvalidation [1, 3]. In this ap-
proach,the server periodically broadcastsan invalidation
report (IR) in which the changeddataitemsareindicated.
SinceIRs aresentout regularly, theclientsexpecttheIR at
regular time interval. If a client maliciouslydropsan IR,
thenodesthatareexpectingtheIR candetectit, andsome
measurecanbetakento addresstheattack.To preventma-
licious nodesfrom modifying theIRs,digital signaturecan
be used. To reducethe high overheadassociatedwith the
digital signatureapproach,weproposea family of random-
izedgrouping-basedtechniquesfor intrusiondetectionand
intrusionrecovery. Extensive analysisandsimulationsare
usedto evaluatethe proposedschemes.The resultsshow
that our solution can achieve good level of securitywith

low overhead.

The rest of the paperis organizedas follows: Section
2 brie�y presentsthe relatedwork. Section3 describes
the systemmodel. Section4 proposessolutionsto defend
againstdroppinginvalidationmessages.Section5 proposes
randomizedgroupingtechniquesto reducethe authentica-
tion overhead.Securityanalysisof the proposedsolution
is presentedin Section6. Section7 reportsthesimulation
resultsandSection8 concludesthepaper.

2 RelatedWork

Recently, many researchershave studiedsecurityissues
in adhocnetworks.Hubauxetal. [11] addressedtheissues
of distributingpublickeysin adhocnetworks,by proposing
to let usersissuecerti�cates for eachotherbasedon their
personalacquaintances.ZhouandHaas[26] proposedaso-
lution basedon thresholdcryptography. Basedon a trusted
certi�cate authority, Sanzgiriet al. [21] proposeda solu-
tion to secureroutingprotocolsin adhocwirelessnetworks.
To addressthehighoverheadassociatedwith obtainingand
verifying thedigital certi�cates,Hu et al. proposeda pro-
tocol [9] to secureon-demandrouting protocolsbasedon
TESLA [18], an ef�cient broadcastauthenticationscheme
that requiresloose time synchronization. Our work also
aimsto reducethehigh overheadof digital signatures.But
our solution is different from TESLA in that it introduces
verysmallveri�cation delay.

Even with secure routing protocols, the
source/destinationmay still setup a route which goes
through a misbehaving (malicious) node that agreesto
forward packets but fails to do so. Marti et al. [17]
proposedto usea watchdog entity to identify misbehaving
nodesanda pathrater mechanismto avoid routingpackets
throughmisbehaving nodes.However, misbehaving nodes
are not punished,and thus thereis no motivation for the
nodesto cooperate.To overcomethis problem,Buchegger
and Le Boudec [2] de�ned protocols that are basedon
a reputationsystem. In our intrusion detectionscheme,
nodesdo not needto use promiscuousmode to monitor
the transmissionsof their neighbors.Instead,the message
authenticationcodesgeneratedusing keys are checked to
identify intrusions.

Otherresearchersin this�eld alsoaddresstheproblemof
intrusiondetection[25] andMAC layer misbehavior [14].
Therearealsoresearcheson securingsensornetworks [7,
27, 16, 24]. To our knowledge,thereis no existing work
addressingthe problemof attackson cacheconsistency in
adhocnetworks,which is themajorgoalof thispaper.



3 SystemModel

Weconsiderawirelessadhocnetwork, asshown in Fig-
ure 1, which consistsof a datacenterandmany ordinary
nodes.Thedatacenter(alsocalledserver) storesdatathatis
updatednow andthen.Someordinarynodes(calledclients)
frequentlyaccessthe data,andcachesomedatalocally to
reducenetwork traf�c anddataaccessdelay. We assume
strongcacheconsistency is required,andthe invalidation-
basedcacheconsistency modelis used.

In the invalidation-basedscheme,the server needsto
sendinvalidation messagesto clients. The most reliable
methodto ensurethat all clientswith cacheddatareceive
theinvalidationmessagesis to use�ooding, whichhasvery
high overhead.Anotheroption is to usemulticastby set-
ting up a multicastgroup (tree) [20], wherethe server is
the root of the tree. With this approach,a nodecan �nd
out whetherits local cacheis valid or not. If not, thenode
hasto senda requestto the datacenterto askfor the up-
dateddata.If thedatawill beaccessedby many nodes,this
approachnot only increasestheaccessdelay, but alsocre-
atesa largeamountof network traf�c. To further improve
performance,themulticasttreecanalsobeusedto pushup-
dates. Nodesreceiving theseupdatesdo not needto send
uplink requestsandcanreducetheaccessdelayandband-
width consumption. However, if no nodeis interestedin
this dataupdate,pushingdatadown only consumesextra
bandwidth.Techniques[20] exist to identify frequentlyac-
cesseddatawhoseupdatesshouldbe pushed.It is easyto
seethatthemulticasttreecanbeusedfor pushingcachein-
validationandfrequentlyaccesseddatato improvethesys-
temperformance.In this paper, we assumethata multicast
treehasbeenbuilt dueto theaforementionedreasons.Some
existingtechniques[8, 13, 15,22] canbeusedto setupand
maintainthemulticasttreein adhocnetworks.

We considertwo typesof attacksthat a maliciousnode
can launch on the invalidation-basedcacheconsistency
scheme:

� Thenodemaydropsomeinvalidationmessages,such
that its descendantscannot receive the messageand
hencemayunknowingly usestalecacheddata.

� The node may modify some invalidation messages
that it forwards,suchthat its descendantsmayreceive
wronginvalidationmessagesandhencemayunknow-
ingly usestalecacheddataor unnecessarilyinvalidate
cacheddata.

4 Defending Against Dropping Invalidation
Messages

To prevent maliciousnodesfrom droppinginvalidation
messages,we borrow ideasfrom theIR-basedcacheinval-

idation [1, 3] scheme.In this approach,theserver period-
ically broadcastsan invalidation report (IR) in which the
changeddataitems are indicated. The IR consistsof the
currenttimestampTi anda list of tuples(dx ; tx ) suchthat
tx > (Ti � w � L ), wheredx is the dataitem id, tx is
themostrecentupdatetimestampof dx , L is the lengthof
theinvalidationbroadcastinterval, andw is theinvalidation
broadcastwindow size.In otherwords,IR containstheup-
datehistoryof thepastw broadcastintervals.Basedon the
valueof w, clientscanstill validatetheir local cacheeven
aftermissingw� 1 IRs. Similarto theoriginal invalidation-
basedapproach,clientsusethe invalidationmessage(IR)
to invalidatetheir local cache.Differentfrom the original
invalidation-basedapproach,the IR is sentout regularly,
andtheclientsexpecttheIR at regulartime interval. There-
fore, if a maliciousnodedropsanIR, its descendantnodes
candetectit. A nodemayalsomissanIR dueto multicast
treepartitioncausedby nodemovementor nodefailure. In
either case,the nodewill re-join the multicast tree using
someexisting multicastingprotocols[8, 13, 22], andthen
getthemissedIR.

5 Reducing the Authentication Overheadby
RandomizedGrouping

To preventamaliciousnodefrom modifyinganIR, each
IR shouldbe authenticated,and digital signaturescan be
usedfor authentication.However, this approachhashigh
overheadbothin termsof computationandbandwidth[10].
To addressthis problem, symmetriccryptographictech-
niquessuchasTESLA [18] maybeused.TESLA provides
sourceauthenticationwith message authenticationcodes
(MACs) usingonly symmetriccryptography, basedon de-
layeddisclosureof keys by thesender. However, whenap-
plying TESLA to a large ad hoc network, the senderdis-
closesa key to authenticatea previously sentpacket, only
afterthefurthestnodehasalreadyreceivedthepacket. Due
to thelargeauthenticationdelay, TESLA is not suitablefor
authenticatingIRs. In this section,we presenta novel so-
lution to reducetheauthenticationoverheadby randomized
grouping.

5.1 The BasicIdea of RandomizedGrouping

In the proposedsolution, the nodes(IR receivers) are
randomlydistributedinto multiplegroups,andthedatacen-
ter (server)1 sharesauniquegroupkey with thereceiversof
eachgroup.Beforethenodesaredeployed,theserver (de-
notedasN0) randomlypicksthefollowing keys:

1To simplify presentation,weassumethatthereis only oneserver. The
solutioncancertainlybeextendedto thecaseof multipleservers.



� (P+
0 ; P �

0 ): P+
0 is its public key, andP �

0 is its private
key.

� f K i gi =0 ;1;��� ;M � 1: K i is thegroupkey sharedby the
server and the receivers in group i , whereM is the
numberof groups.

For eachtrustednodeN i (i = 1; 2; � � �) that is allowed to
join thenetwork, it is �rst randomlyassignedto oneof the
M receivergroups.Then,it is preloadedwith thefollowing
keys:

� P+
0 : thepublickey of theserver.

� (P+
i ; P �

i ): P+
i andP �

i arethepublicandprivatekeys
of N i . WhenN i disseminatesits public key to others,
it shouldshow thecerti�cate issuedby theserver, i.e.,
P �

0 f P+
i g, which canbeveri�ed by othernodesusing

P+
0 .

� K g( i ) : the group key sharedby N i and the server,
whereg(i ) is thegroupid of N i .

Whentheserver sendsout anIR, theIR is protectedby
several MACs, eachwith one group key. Sinceeachre-
ceiver only knows oneof the keys, if an intrudermodi�es
theIR andtheMAC usingthegroupkey it knows,themod-
i�cation canbe detectedby a descendantin a differentre-
ceivergroup.

For example, as shown in Figure 2 (a), N0 is the
server andtwo groupkeys K 0 andK 1 areused. N0 con-
structsa secure IR (SIR) by appendingtwo MACs to the
IR, i.e., SI R = hI R; M AC0; M AC1i , whereM AC i =
CK i (I R); i = 0; 1, and C is a MAC function. Then, it
sendsthe SIR to N1, which forwardsit to N2 andN3. If
N1 andN3 know K 0 while N2 knowsK 1, maliciousmod-
i�cations canbe easilyidenti�ed. For example,if N2 is a
maliciousnodeandit modi�es the IR, N3 will be able to
detectthis modi�cation by verifying M AC0. After N3 re-
ports this modi�cation to the server, the server caneasily
�nd thatN2 is themaliciousnode.

In the ideal casewhere neighbornodesuse different
keys, themaliciousnodecanbeeasilyidenti�ed. However,
if two neighbornodesusethesamegroupkey, further iso-
lation may be dif�cult. For example,if both N1 andN2

useK 0, it will be dif�cult for the server to �nd out who
is the maliciousnode. Further, if the maliciousnodescan
collude,a maliciousnodemay know more than one key;
i.e., they cansharetheir groupkeys with eachother. In the
following, weproposesolutionsto dealwith thesecases.

5.2 Intrusion Detection

SupposeM c groupkeys (K 1; K 2; � � � ; K M c ) have been
compromised. When an intruder receives a SIR, it may

modify theIR. Certainly, it alsoneedsto adjusttheassoci-
atedMACsin ordernot to bedetected.Sinceit only knows
somegroupkeys, it canonly modify someMACscorrectly.
Speci�cally, themodi�ed SIR (SIR') canbeasfollows:

hI R0; M AC 0
1; � � � ; M AC 0

M c
; M ACM c +1 ; � � � ; M ACM i ;

where

M AC 0
i = CK i (I R0); i = 1; 2; � � � ; M c:

The intruderforwardsthe SIR' to its children. On receiv-
ing the message,eachnode(with group key K j ) checks
the integrity of the message,by comparingM AC j in the
messageto the MAC computedby itself (i.e., CK j (I R)).
If they aredifferent,thenodeimmediatelyknows thatone
of its ancestorsin the multicasttree is the intruder. Oth-
erwise,thenodecannot detectthe intrusion,andforwards
themessageto its children. We call a nodedetectorif the
nodecandetecta modi�ed SIR it receives;andcall a node
victim if thenodereceivesa compromisedSIR but cannot
detectit. Figure2 (b) showsanexample,wheregroupkeys
K 1 andK 2 arecompromised,andintruderN1 modi�es the
SIR with thesekeys. The modi�cation is not detectedby
descendantN2 whosegroupkeys have beencompromised.
However, it canbedetectedby N3 whosegroupkey hasnot
beencompromised.Therefore,N2 is a victim andN3 is a
detector.

5.3 Intrusion Recovery

In thissubsection,we �rst presenttheintrusionrecovery
schemeundertheassumptionthat the intrusiondetectoris
innocent.Then,we considerthecaseswherethe intrusion
detectoris malicious,andshow that the intrusionrecovery
schemecanalsodealwith thesecases.Finally, the limita-
tion of theschemeis discussed.

5.3.1 The Intrusion Recovery Scheme

When an innocentnodedetectsan intrusion, the detector
sendsto the server a SIRReqmessagewhich includesthe
following information: the received SIR, an accusationto
its parent,anda requestfor thecorrectSIR.Sincethemes-
sagemay go througha maliciousnodewhich canmodify
its content,themessageshouldbesignedusingtheprivate
key (i.e.,P �

i , wherei is theID of thedetector)of thedetec-
tor. Certainly, themaliciousnodemaydropthemessage.In
this case,thedetectorhasto �nd otherroutesandsendthe
messageagain,until it receivesa reply from theserver. If
going throughthemaliciousnodeis theonly way to reach
theserver, it will besimilar to theproblemof network par-
tition, andthenodemustbeawarethatthecacheddatamay
bestale.
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Figure 2. Intrusion detection

On receiving a requestfor a correct SIR, the server
replies the SIR which is encryptedusing its private key
(P �

0 ) sothatothernodescannotmodify themessages.Such
a specialSIR is referredto asheavy-SIR(hSIR). Whenthe
detectorreceivesthehSIR, it decryptsthemessage,recon-
structsa correctSIR,andforwardstheSIR to its children.

With the above process,thevictims (e.g.,N2 in Figure
2 (b)) still cannotrecover. To addresstheproblem,thede-
tectorshouldsendan intrusiondetectionnoti�cation to its
parent. The noti�cation messagesincludesthe SIR it re-
ceivedandthepositionof theincorrectMAC. Thenoti�ca-
tion shouldalsobe signedusingtheprivatekey of thede-
tectorto avoid anintruderfrom impersonatingothernodes.
On receiving a noti�cation from its child, thereceiver, if it
is innocent,respondsasfollows:

(R1) If theSIR includedin thenoti�cation is differentfrom
theSIR it previouslysentto thechild, thereceiver im-
mediatelyrealizesthatthechildchangedtheSIRandis
anintruder. So,it sendsareportto theserverto accuse
thechild.

(R2) If the “incorrect MAC” claimedin the noti�cation is
actually correct, i.e., the detectormaliciously gener-
atesa falsealarm, the receiver sendsa report to the
server to accusethedetector, with the receivednoti�-
cationasanevidence.
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Report
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intrusion�detection
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22
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Data Center

hSIR
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Figure 3. Intrusion recovery. (a) The detector
(N3) reports to the data center, and sends in-
trusion detection notifications to the victims.
(b) After receiving the hSIR from the server,
N3 sends the correct SIR to its children and
forwards the hSIR to the victims.

(R3) If the noti�cation passesthe above tests,the receiver
propagatesthenoti�cation to its parentandotherchil-
dren,sincethey mayalsobevictims. Also, thereceiver
sendsto the server the following information: the re-
ceivednoti�cation, andanaccusationto its parent.The
aboveinformationmaybeusedfor theintruderidenti-
�cation purpose.Therecursiveprocesscontinuesuntil
it reachesan intruder, which may not want to propa-
gatethenoti�cation, or a nodethathasalreadyknown
theintrusionfrom otherdetectors.

After thedetectorreceivesahSIRfrom theserver, thehSIR
is forwardedto thevictims in thesamewayastheintrusion
detectionnoti�cation. Figure3 illustratesan executionof
therecoveryscheme.

For thepurposeof damagerecovery, aclientshouldwait
for sometime (calledguarding delay) beforeusingthere-
ceived SIR. With this delay, if a descendantof the client
�nds that theSIR hasbeencompromised,andits intrusion
detectionnoti�cation reachestheclientbeforetheguarding



delayexpires,the client canavoid usingthe compromised
SIR. Certainly, usingtheguardingdelayincreasesthedata
accessdelay. However, basedontheanalyticalresults(Sec-
tion 6) andthe simulationresults(Section7), maintaining
a good level of securityonly needsa very short guarding
delay, and hencethe additionaldataaccessdelay is very
small.

5.3.2 Dealingwith Malicious Detectors

If anodemaliciouslyinitiatesanintrusionrecoveryprocess,
it mustbeoneof thefollowing two cases:

detector

malicious
node (s)

N (innocent)

vN

u

(a)

Nu

detector

N

(innocent, knowing Ki)

(innocent, not knowing Ki)

(maliciously accusing MACi)

v

(b)

Figure 4. Dealing with Malicious Detectors

Case1: As shown in Figure4 (a), themaliciousnodemod-
i�es a receivedSIR, andsendsout a falseintrusiondetec-
tion noti�cation to its upstreamnodes.Accordingto (R1),
the �rst innocentnodeon thepathfrom thedetectorto the
server, i.e., Nu , candetectthemodi�cation andstopprop-
agatingthe intrusiondetectionnoti�cation. Therefore,no
innocentnodeis affectedby theattack.
Case2: As shown in Figure4(b), themaliciousnodedoes
not modify an SIR, but claims that M AC i in the SIR is
modi�ed by its upstreamnodes. According to (R2), Nu ,
which is the �rst innocentnodeon thepathfrom themali-
ciousnodeto the server that knows K i , candetectthe at-
tack. Nu will stop propagatingthe noti�cation. Further-
more,accordingto (R3), the�rst innocentnodeon thepath
from the maliciousdetectorto the server, i.e., N v , sends
the noti�cation (issuedby the malicious detector)to the
server. The server can thus identify the maliciousdetec-

tor, andsendsa hSIR to Nv to rescuethe innocentnodes
betweenNv andNu .

5.3.3 Limitation of the Scheme

Even with a guardingdelay, the damagerecovery scheme
can not rescueall victims. Somevictims may still usea
modi�ed SIR without knowing it. This happenswhenthe
modi�ed SIR hasnot beendetectedbefore this nodere-
ceivesit, andnoothernodedetectsit later;orevenadescen-
dantdetectsthe intrusion,this nodecannot receive the in-
trusiondetectionnoti�cation from thedetector, sincethere
is anotherintruderon the pathconnectingthem. We call
sucha victim cache consistencyvictim (cc-victim). Later,
wewill evaluatetheprobabilityfor anodeto beacc-victim
throughanalysisandsimulations.Theresultsshow thatthe
probabilityis low whenthenumberof groupsis largeor the
numberof intrusionis small.

5.4 Other Security Issues

The randomizedgrouping-basedschemesare designed
to defendagainstattackson cacheconsistency, anddo not
aimto addressall typesof attacksacompromisednodemay
launch,suchascontinuouslyinjecting packets to jam the
channelor arbitrarily droppingpassingpackets. Many ex-
isting techniques[26, 14, 11, 17, 2] canbe usedto defend
againsttheseattacks.

To attackcacheconsistency, an intrudermay alsomod-
ify theupdateddatasentby theserver, andmisleadthere-
ceiversto useandcachefalsedata.Wecanusetherandom-
izedgrouping-basedschemesto dealwith theseattacks.If
the datais not frequentlyupdated,we canalsousedigital
signaturesto achieve higherlevel of security, without sig-
ni�cantly increasingtheoverhead.

6 Security Analysis

In thissection,weusethemetricof cc-victimprobability
(i.e., the probability that a nodebecomesa cc-victim) to
show thesecuritylevel of theproposedschemes.

6.1 Preliminaries

6.1.1 Notationsand Assumptions

In ouranalysis,weusethefollowing notationsandassump-
tions:

� N , Nc, M c: N is the numberof nodeson the tree;
Nc is the numberof compromisednodes;M c is the
numberof compromisedgroups.



� M : the numberof groups. We assumethat the re-
ceiversareuniformly distributedto thesegroups;i.e.,
the probability for a receiver to be in group i (i =
0; 1; � � � ; M � 1) is 1

M .

� d, H : For simplicity, we assumethat the senderand
receiversform ad-arytree;i.e.,eachnon-leafnodehas
exactlyd children.Also, thetreeis full andtheheight
of thetreeis H . Thus,N =

∑H � 1
i =1 di = dH � 2.

6.1.2 Distrib ution of M c

Giventhenumberof groups(M ) andthenumberof intrud-
ers (Nc), how many group keys may be compromisedis
highly relatedto the level of securityachieved. We now
computethe distribution of the numberof compromised
keys (M c); i.e., P(M c = i j M ; Nc) (M > 0; Nc > 0)
for i = 1; 2; � � � ; min (M ; Nc).

Let A(m; nc; i ) be the total numberof differentoptions
that assignnc nodesto i groups, where the numberof
groupsis m. So,

A(m; nc ; i ) =



























0; nc < i ;

m; nc � i ^ i = 1;

∑n c
j =1 [

(

n c
j

)

A(m � 1; nc � j; i � 1)]
+ A(m � 1; nc ; i ); otherwise:

(1)
Thetotalnumberof optionsfor assigningnc nodesto at

mostm groupsis mn c , so

P(M c = i j M ; Nc) =
A(M ; Nc; i )

M N c
(2)

and

E(M c j M ; Nc) =
M
∑

i =1

[i � P(M c = i j M ; Nc)] (3)

SinceM and Nc are constantin the rest of this section,
we useP(M c) (or E(M c)) insteadof P(M c j M ; N ) (or
E(M c j M ; N )).

6.2 The cc­victim Probability

In thissection,we introducethesuf�cient andnecessary
conditionfor a nodeto be a cc-victim. Basedon the con-
dition, we derive thecc-victim probability. Beforethis, we
needto introduceseveralde�nitions asfollows:

De�nition 1 (down hijacked) A nodeis downhijacked if
thegroupkey it holdsis knownto anintruderandit satis�es
at leastoneof thefollowingconditions:(1) It is anintruder;
(2) It is a leafnode;(3) All its childrenaredownhijacked.

De�nition 2 (up hijacked) A node is up hijacked if the
groupkey it holdsis knownto an intruderandit satis�esat
leastoneof the following conditions: (1) It is an intruder;
(2) Its parent is an intruder; (3) Its parent is up hijacked
andtheotherchildrenof its parentaredownhijacked.

De�nition 3 (fully hijacked) A nodeis fully hijacked if it
is bothdownhijackedanduphijacked.
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Figure 5. Up hijacked, down hijacked and fully
hijacked nodes

Figure5 shows a multicasttree. In this tree,nodeN1

and N7 are the intruders,and their group keys K 1 and
K 2 arethecompromisedkeys. Amongthe innocentnodes
(N2; N3; � � � ; N6), N2 andN6 aredown hijacked,N2 and
N3 areuphijacked,andonly N2 is fully hijacked.

Basedon the previousde�nitions, we canobtainTheo-
rem 1, which is presentedasfollows. Due to spacelimit,
wedonot show theproof.

Theorem1 A nodeis a cc-victim if and only if it is fully
hijacked.

For a l-level innocentnode,let the probability that it is
down hijacked,up hijacked andfully hijacked be Ph;d (l j
M c), Ph;u (l j M c) andPh;f (l j M c), respectively.

Accordingto De�nition 1,

Ph;d (l j M c) =











M c
M ; l = H � 1;

M c
M [� + (1 � � )Ph;d (l + 1 j M c )]d ;

0 � l < H � 1:
(4)

Accordingto De�nition 2,

Ph;u (l j M c ) =



















0; l = 0; 1;

M c
M [� + (1 � � )Ph;u (l � 1 j M c )]

[� + (1 � � )Ph;d (l j M c)]d� 1 ;
2 � l � H � 1:

(5)



Accordingto De�nition 3,

Ph;f (l j M c) = Ph;d (l j M c) � Ph;u (l j M c) (6)

Thus,theprobabilitythata nodeis a cc-victim is:

1
N

M
∑

i =1

l= H � 1
∑

l =1

[Ph;f (l j M c = i ) � P(M c = i ) � dl ] (7)
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Figure 6. cc-victim probability

Accordingto Eq. (4)-(7), the cc-victim probability can
becalculated.Figure6 showsthatthecc-victimprobability
increasesasNc increaseswhile theotherparametersarethe
same.Figure6 (a) and(b) shows that the cc-victim prob-
ability decreasesasM increases.ComparingFigure6 (a)

andFigure6 (b), we �nd that increasingN canreducethe
cc-victim probability. Figure6 (c) shows the impactof d.
As shown in this �gure, whenN is similar, increasingd can
reducethecc-victimprobability. In general,whenM is not
verysmall(e.g.,M � 10), thecc-victimprobabilityis very
small,especiallywhenN is large.

7 PerformanceEvaluations

In thissection,weevaluatetheproposedintrusiondetec-
tion anddamagerecovery schemesin morepracticalsce-
narios. We �rst describethe simulationmethodology, and
thenpresentandanalyzethesimulationresults.

7.1 Simulation Methodology

We develop a simulatorbasedon ns2 (version2.1b8a)
[19]. In this simulator, the IEEE 802.11MAC protocol
andthetworaygroundpropagationmodelareadopted.100
clientsarerandomlydistributedover a 1600� 400m2 �at
�eld, and a server is locatedat a cornerof the �eld. All
thenodesarestationaryandform atreerootedat theserver.
The server maintains100 dataitems,andeachitem is up-
datedat an interval which is uniformly distributedwith the
meanvalueof 300s. Eachclient accessa dataitem at an
interval which is uniformly distributedwith themeanvalue
of 30s. Sincea client mayconcentrateon a speci�c setof
dataitems,we assumethat 80% queriesissuedby a spe-
ci�c client arefor a setof 10dataitems,andtheother20%
queriesissuedby the client arefor otherdataitems. Each
client hasa cachethatcanstore20 dataitems. Most simu-
lationparametersareshown in Table1.

Table 1. Simulation Parameters

Parameter Values
Fieldsize(m2) 1600� 400
Communicationrangeof eachnode(m) 250
Bandwidth(Mb/s) 2
Numberof dataitems 100
Cachesizeof eachclient (dataitems) 20
Averagedataupdateinterval (s) 300
Averagedataaccessrateeachclient (s) 30
Clientnumber 100
Groupnumber:M 2-20
Intrudernumber 1-10
Guardingdelay(s) 0:03-0:2
Simulationtime for eachscenario(s) 3000
IR interval (s) 20
IR window size 5

In the simulations,we use the following metrics: the
misdetectionprobability(i.e.,theprobabilitythatintrusions



arenotdetectedby any node),thecc-victimprobability, the
averagedataaccessdelay, and the extra bandwidthcon-
sumedby the proposedschemes.Note that the �rst two
metricsareusedfor measuringthe securitylevel achieved
by theschemes,andthelast two metricsarefor measuring
theoverheadbroughtby theschemes.

7.2 Simulation Results

7.2.1 MisdetectionProbability
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Figure 7. Misdetection probability

Figure7 showsthemisdetectionprobabilityasthenum-
ber of intruders(Nc) andthe numberof groups(M ) vary.
WhenM is very small (e.g.,M = 2), even a small num-
ber of intrudersmay compromisemostgroupkeys, which
makesit dif�cult or impossiblefor aninnocentnodeto de-
tect the intrusion. Therefore,as shown in the �gure, the
misdetectionprobability is large and increasesrapidly as
Nc increases. However, as M increases,the numberof
groupkeys thatarenot compromisedalsoincreases,which
reducesthemisdetectionprobability. Also,whenM is large
(e.g.,M � 10), moreinnocentnodesbecomethe descen-
dantsof anintruderasNc increases.Meanwhile,increasing
Nc doesnot rapidly increasethe numberof compromised
keys. Consequently, themisdetectionprobabilitydecreases
asNc increases.

7.2.2 The cc-victim Probability

Figure8 shows the cc-victim probability. As we cansee,
thecc-victimprobabilityincreasesastheguardingdelayin-
creases.This can be explainedas follows: A victim can
not detecta compromisedSIR when it receives it, but its
descendantwith non-compromisedkey may detectthe in-
trusionlaterandsendit an intrusiondetectionnoti�cation.
In this case,increasingthe guardingdelay also increases
theprobabilitythata victim receivesanintrusiondetection
noti�cation beforeusingthemodi�ed SIR.
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Figure 8. cc-victim probability

As shown in Figure8 (a), whenthe numberof intrud-
ers(Nc) is �x ed,thecc-victim probabilitydecreasesasthe
numberof groups(M ) increases.This is mainly dueto the
reasonillustratedin Figure7. The intrusionmisdetection
probabilitydecreasesasM increases;i.e.,theprobabilityof
detectinganintrusionandrecoveringfrom it increasesasM
increases.Theimpactof Nc on thecc-victim probabilityis
shown in Figure8 (b). WhenM is �x ed,thecc-victimprob-
ability increasesasNc increases.Thisis becauseincreasing
Nc also increasesthe numberof fully hijacked nodes(as
shown in Section6). Notethatthetrendsshown in Figure8
(a) and(b) areconsistentwith theanalyticresultsshown in
Figure6.

7.2.3 Data AccessDelay

Figure9 shows theaveragedataaccessdelayasthesystem
parametersvary. Fromthe�gure, wecan�nd thatusingthe
proposedschemesincreasestheaveragedataaccessdelay,
comparedto theoriginal IR scheme.We call thedifference
asSIRaccessdelay, which is theaveragetimeelapsedfrom
the time whenan SIR is sentout by the server to the time
whena nodereallyusesit. Fromthe�gure, wecanseethat
thedataaccessdelayis only slightly increasedwhenusing
our scheme.For example,whenM = 10 andN c = 9, the
delayis increasedabout2%.
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Figure 9. Average data access delay

As shown in Figure9 (a), whenthe numberof groups
(M ) is very small (e.g.,M = 2), the averageSIR access
delay is also very small. This is becausemost intrusions
cannot be detected(asshown in Figure7), andhencethe
SIR accessdelayfor mostnodesis minimized(i.e., equal
to the sumof the SIR propagationdelayandthe guarding
delay).However, whenM is not verysmall (e.g.,M � 5),
mostintrusionscanbedetected,andmostintrusionvictims
canreceive an intrusiondetectionnoti�cation beforeusing
the SIRsthey have received. Therefore,they alsoneedto
wait for thehSIRsfrom thecorrespondingdetectors(refer
to Section5.2),which increasestheirSIRaccessdelay.

Figure9 (a) alsoshows that,whenM � 5, theSIR ac-
cessdelaydecreasesasM increases.This is dueto thefact
thattheaveragevictim-detectordistancedecreasesasM in-
creases.As thedistancedecreases,thetime for a victim to
receive a hSIR from the detectoris reduced.Figure9 (b)
shows that, the SIR accessdelay increasesas the number
of intruders(Nc) increases.Similarly, this is dueto thefact
thattheaveragevictim-detectordistanceincreasesasN c in-
creases.As thedistanceincreases,the time for a victim to
receiveahSIRfrom thedetectoralsoincreases.

Basedon theresultsshown in Figure8 andFigure9, we
canbalancethecc-victimprobabilityandtheSIRaccessde-
lay by selectingan appropriateguardingdelay. For exam-

ple, if M = 10 andtheguardingdelayis 150ms, very low
cc-victim probability (i.e., lessthan1:5% whenN c � 7)
canbeachieved,andtheSIR accessdelayis not large(i.e.,
640ms-680ms).

8 Conclusion

Whencachingtechniquesareused,cacheconsistency is-
suesmustbeaddressed.Theinvalidation-basedapproachis
widely usedto maintainstrongcacheconsistency. How-
ever, this approachmaysuffer from somesecurityattacks.
For example,the invalidationmessagesmaybedroppedor
modi�ed by maliciousnodes. To defendagainstsuchat-
tacks,we proposeda solutionbasedon theIR-basedcache
invalidationstrategy. Sinceusingdigital signaturesto pro-
tect the IR hassigni�cantly high overhead,we proposeda
family of randomizedgroupingbasedtechniquesfor intru-
siondetectionanddamagerecovery. Analytical resultsand
simulationresultsshowed that the proposedsolution can
achievegoodlevel of securitywith low overhead.

References

[1] D. Barbaraand T. Imielinski. Sleepersand Workaholics:
CachingStrategies for Mobile Environments. ACM SIG-
MOD, pages1–12,1994.

[2] S. BucheggerandJ.-Y. Boudec. PerformanceAnalysisof
theCONFIDANT Protocol:CooperationOf NodesFairness
In DynamicAdhocNeTworks.ACM Mobihoc, pages80–91,
June2002.

[3] G. Cao. A ScalableLow-Latency CacheInvalidationStrat-
egy for Mobile Environments.ACM Mobicom, 2000.

[4] P. CaoandC.Liu. CooperativeCache-BasedDataAccessin
Ad HocNetworks. IEEE Transactions on Computers, pages
445–457,April 1998.

[5] G. Cao,L. Yin, andC. Das.Cooperative Cache-BasedData
Accessin Ad HocNetworks. IEEE Computer, pages32–39,
Feburary2004.

[6] S. Das,C. Perkins,andE. Royer. PerformanceCompari-
sonof Two On-DemandRoutingProtocolsfor Ad HocNet-
works. IEEE Infocom, pages3–12,2000.

[7] W. Du and J. Deng. A Pairwise Key Pre-distribution
Schemesfor WirelessSensorNetworks. The 10th ACM
Conference on Computer and Communications Security,
2003.

[8] E. Royer andC. Perkins. Multicast Operationsof the Ad-
hoc On-DemandDistanceVectoreRoutingProtocol. Pro-
ceedings of ACM/IEEE Mobicom’99, Aug. 1999.

[9] Y. Hu, A. Perrig,andD. Johnson.Ariadne: A SecureOn-
DemandRoutingProtocolfor WirelessAd Hoc Networks.
ACM Mobicom, Sep.2002.

[10] Y. Hu, A. Perrig,andD. Johnson.Packet Leashes:A De-
fenseagainstWormholeAttacks in WirelessAd Hoc Net-
works. IEEE Infocom, April 2003.



[11] H. Hubaux,L. Buttyan,andS. Capkun. TheQuestfor Se-
curity in Mobile Ad Hoc Networks. ACM MobiHoc, pages
146–155,2001.

[12] D. JohnsonandD. Maltz. DynamicSourceRoutingin Ad
Hoc WirelessNetworks. Mobile Computing, Kluwer, pages
153–181,1996.

[13] K. Chen and K. Nahrstedt. Effective Location-Guided
TreeConstructionAlgorithmsfor SmallGroupMulticastin
MANET. Proceedings of IEEE Infocom’02, June2002.

[14] P. KyasanurandN. Vaidya.DetectionandHandlingof MAC
LayerMisbehavior in WirelessNetworks.Technical Report,
UIUC, Aug. 2002.

[15] S. Lee, W. Su, and M. Gerla. On-DemandMulticast
Routing Protocol in Multihop WirelessMobile Networks.
ACM/Kluwer Mobile Networks and Applications (MONET),
7(6):441–453,December2002.

[16] D. Liu and P. Ning. EstablishingPairwise Keys in Dis-
tributed SensorNetworks. The 10th ACM Conference on
Computer and Communications Security, 2003.

[17] S.Marti, T. Giuli, K. Lai, andM. Baker. Mitigating Routing
Misbehavior in Mobile Ad HocNetworks. ACM MobiCom,
Aug. 2000.

[18] A. Perrig,R. Canetti,J. Tygar, andD. Song. Ef®cient Au-
thenticationand Signing of Multicast Streamsover Lossy
Channels.IEEE Symposium on Security and Privacy, May
2000.

[19] T. C. M. Project. The CMU Monarch Projects
Wireless and Mobility Extensions to ns.
http://www.monarch.cs.cmu.edu/cmu-ns.html, October
1999.

[20] M. RoussopoulosandM. Baker. CUP: Controlledupdate
propagationin peer-to-peernetworks. Proceedings of the
2003 USENIX Annual Technical Conference, 2003.

[21] K. Sanzgiri, B. Dahill, B. Levine, C. Shields, and E.
Belding-Royer. A SecureRoutingProtocolfor Ad HocNet-
works. IEEE Int’l Conf. on Network Protocols (ICNP), Nov.
2002.

[22] L. Xiao, L. Ni, andA. Esfahanian.PrioritizedOverlayMul-
ticast in Mobile Ad Hoc Environments. IEEE Computer,
Feb. 2004.

[23] L. Yin andG. Cao. SupportingCooperative Cachingin Ad
Hoc networks. IEEE INFOCOM’04, 2004.

[24] W. ZhangandG. Cao. GroupRekeying for Filtering False
Datain SensorNetworks: A Predistribution andLocal Col-
laborationBasedApproach.IEEE INFOCOM’05, 2005.

[25] Y. ZhangandW. Lee. IntrusionDetectionin WirelessAd-
HocNetworks. ACM Mobicom, pages275–283,Aug. 2000.

[26] L. Zhou andZ. Haas. SecuringAd Hoc Networks. IEEE
Network, 13(6):24–30,November/December1999.

[27] S.Zhu,S.Setia,S.Jajodia,andP. Ning. An InterleavedHop-
by-Hop AuthenticationSchemefor Filtering FalseData in
SensorNetworks. IEEE Symposium on Security and Pri-
vacy, 2004.


