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Abstract— Cooperative caching, which allows the sharing and allows the sharing and coordination of cached data among
coordination of cached data among multiple nodes, can be used multiple nodes, can be used to reduce the bandwidth and power
to improve the performance of data access in ad hoc networks. ¢,nqmption. For example, in a battlefield, an ad hoc network
When caching is used, data from the server is replicated on the . ’ ’ .
caching nodes. Since a mobile node may return the cached data,may consist of several commanders and groups of soldiers.
or modify the route and forward a request to a caching node, it is The commander has the data center, and the solders need to
very important that the mobile nodes do not maliciously modify access the data center to get information about the enemy,
data, drop or forward the request to the wrong destination. Inthis  the battlefield, and the attack plans. After a soldier obtained
paper, we identify possible security attacks on cache consistencying attack information from the data center, it is very likely
and propose a randomized grouping based schemes for intrusion h b Idi | d th . f’ ion f h
detection, damage recovery and intruder identification. We also that nearby so Ier§ also need the same In ormatl.on rom the
address other security issues in cooperative cache based datgdata center. Bandwidth and power can be saved if these data
access. accesses are served by the soldier with the cached data instead

of the data center, which may be far away. Certainly, this cache

Index Terms: Cooperative cache, security, invalidation reporgharing requires mobile nodes to coordinate with each other

ad hoc networks, randomized group. regarding their cached data.
When caching is used, data from the server is replicated
|. INTRODUCTION on the caching nodes. Since a mobile node may return the

Mobile ad hoc networks have been the focus of receﬁ?Ched data, or modify the route and forward a request to a

research due to their potential applications in civilian an%aching node, it is very important that mobile nodes do not
P bp maliciously modify data, drop or forward the request to the

military environments such as battlefield, disaster recover L .
: : tong destination. The proposed research will study methods
group conference, and wireless office. In ad hoc networks, . . . o
0’ avoid or detect such malicious nodes via authentication

mobile nodes communicate with each other using multi-hg ) e
. . : echanisms. One common approach for data authentication is
wireless links. Due to lack of infrastructure support, each node

acts as a router, forwarding data packets for other nodes. Mog?ed on digital signature. With this approach, the data source

of the previous research in ad hoc networks focuses on t aen sign the data with its private key, so that intermediate

development of dynamic routing protocols [8], [15], [16], [18 outers cannot modlfy the data. H0\_/vever, the d_lgltal S|gnature
. ) ! " approach has high overhead, both in terms of time to sign and
that can efficiently find routes between two communicating_ . . . . .
R : . : rify, and in terms of bandwidth. In this research, we design
nodes. Although routing is an important issue in ad hoc .
. . . and evaluate techniques to reduce such overhead and balance
networks, other issue such as information (data) access_Is . . .
. . . . system performance and security strength. Further, we identify
also very important since the ultimate goal of using ad hg : : ;
. o . . possible security attacks on cache consistency and propose
networks is to provide information access to mobile nodes., . . .
) . . viable mechanisms to defend against such attacks.
Caching frequently accessed data items at the client si . : .
he paper is organized as follows. In the next section, we

is an effective technique to improve performance in mobile :
) . . . resent our cooperative cache based data access schemes. In
environments. With caching, the data access delay is redu ) . . ;
. ection 3, we propose techniques to deal with cache consis-
since some data access requests can be served from the [0ca . oo .
o o tency attacks. In Section 4, we address other security issues in
cache, thereby obviating the need for data transmission ovéer

X . . . co(?perative cache based data access. Section 5 presents related
the scarce wireless links. However, caching technigques use

in single-hop mobile environment (i.e., cellular networks) mavyork’ and Section 6 concludes the paper.

not be applicable to multi-hop mobile environments since the
data or request may need to go through multiple hops. As |I. COOPERATIVE CACHE BASED DATA ACCESS

mobile nodes in ad_ hoc networks may have_ similar tas_kSThe idea of cooperative caching [6] can be explained by

and share common interests, cooperative caching [25], Wh'ﬂbure 1, which shows part of an ad hoc network. Some nodes
This work was supported in part by the National Science FoundatidR the ac_i hoc n?twork may have Wire|e~°’_5 interfaces to connect

(CAREER CCR-0092770 and ITR-0219711). to the wireless infrastructure such as wireless LAN or cellular



very close. Techniques to define the closeness can be found
in [25].

B. Cache the Data (CacheData)

In the CacheData approach, the router node caches the data
instead of the path when it finds that the data is frequently
accessed. For example, in Figure 1, if bdfh and N; request
d; through Ny, N5 may think thatd; is a popular data and
cache it locally. Future requests By, can be served by
N6 directly. Since the CacheData approach needs extra space to
save the data, it should be used prudently. Suppose the data
source receives several requestsdpforwarded byNs;. The
nodes along the pathv; — N, — N5 may found thatd; is a
popular item and should be cached. However, it will waste a
large amount of cache space if three of them all cathfo
ﬁgoid this to happen, another rule is enforcadiode does not
che the data if all requests for the data are from the same
ge In the previous example, all requests received\gyare

Ny, which in turn are fromV;. With the new rule,NV,

N5 will not cached;. If the requests received hy; are

Fig. 1. An ad hoc network

networks. Suppose nodg,; is a data source (center), which
contains a database af itemsd,,ds,...,d,,. Note thatN;;
may be a connecting node to the wired network which has t
database. In ad hoc networks, a data request is forwarded h
by-hop until it reaches the data center and then the data ce
sends the requested data back. Various routing algorithms h %

been designed to route messages in ad hoc networks. To re . )
9 9 rqm different nodes such a¥; and N,, N3 will cache the

the bandwidth consumption and the query delay, the num %@. If the requests all come froi,. Ns will not cache the

of hops between the data center and the requester shoul buth: will he it. Certainly. ifN: ) ;
as small as possible. Although routing protocols can be us a, butiv, will cache it. Lertainly, 115 receives requests
r d; from Ng and N, later, it may also caché;.

to achieve this goal, there is a limitation on how much the
can achieve. In the following, we propose three cooperative
caching scheme<achePath CacheDataandHybridCache C. The HybridCache Approach

CachePath and CacheData can significantly improve the

A. Cache the Data Path (CachePath) system performance. Our analysis [25] showed that CachePath
pf_rforms better in some situations such as small cache size or
low data update rate, while CacheData performs better in other
situations. To further improve the performance, we propose
a hybrid scheme calletybridCacheto take advantage of
CacheData and CachePath while avoiding their weakness.
f Specifically, when a mobile node forwards a data item, it
ﬁf—lChES the data or path based on some criteria. These criteria
include the data item size and the number of hops that can

saved due to using CachePath. Detailed information about
Fing these parameters can be found in [25]. Next, we present
utions to defend against attacks on cache consistency, and
en discuss some other security issues.

The idea of CachePath can be explained using Figure
Suppose nodéV; has requested a data iteiy from Ny;.
When N5 forwards the datal; back to N;, N3 knows that
Ni has a copy ofl;. Later, if N> requestsi;, N3 knows that
the data sourcéVy, is three hops away whered$g, is only
one hop away. Thusy; forwards the request t&y; instead o

information between the source and destination. By cachi
the data path for each data item, bandwidth and power can
reduced since the data can be obtained through less nu

of hops. However, recording the map between data items g
caching nodes increases routing overhead. In the followirl
we propose various optimization techniques to improve the

performance of CachePath. I11. DEFENDING AGAINST ATTACKS ON CACHE
In CachePath, a node does not need to record the path CONSISTENCY
information of all passing data. For example, whénis In this section, we identify cache consistency attacks and

forwarded from/N;; to the destination nod®; along the path propose solutions to deal with such attacks.

N5 — N4— N3, Ny and N5 will not cache the path information

of d; since N, and N5 are closer to the data source than the )

caching nodeN;. Thus, a router node only records the datd- Cache Consistency

path when it is closer to the caching node than the data sourcéVhen cache is used, cache consistency issues [4] must be
Due to mobility, the node which caches the data may movaddressed to ensure that clients see only valid states of the
The cached data may be replaced due to cache size limitatidata or at least do not unknowingly access data that is stale
As a result, the node which modified the route should reroutecording to the rules of the consistency model. Problems
the request to the original data source after it finds out thelated to cache consistency have been studied in many other
problem. Thus, the cached path may not be reliable and usgygtems such as multi-processor architectures, distributed file
it may adversely increase the overhead. To deal with this isssgstems, distributed shared memory, and client-server database
a node caches the data path only when the caching nodeystems.



Two widely used cache consistency models are the welikto invalidate their local cache. Different from invalidation-
consistency model and the strong consistency model. In th@sed approach, the IR is sent out regularly, and the clients
weak consistency model, a stale data might be returnedeixpect the IR at regular time interval. Therefore, if a client
the client. In the strong consistency model, after a writ@aliciously drops an IR, the nodes that are expecting the IR
completes, no stale copy of the modified data will be returnedn detect it, and some measures can be taken to address the
to the client. The exact definition of the completion of @ntrusion. Although flooding can be used to distribute IR to
write varies by the consistency approaches. The commotihe mobile nodes, due to the high overhead, we assume that
used weak consistency mechanism is TTL-based (Time-Tmulticast tree [11], [14], with the server as the root, is used
Live), in which a client considers a cached copy up-to-date distribute the IRs to the mobile nodes.
if its TTL has not expired. For strong cache consistency,
invalidation-basedind polling-basedapproaches are used. In . L
the invalidation-based approach, the server keeps track%f Reducing the Authentication Overhead
the clients that cache the data item, and sends invalidationffo authenticate the data source, digital signatures can be
messages to the clients when the data is changed. In used. However, this approach has high overhead both in terms
polling based approach, every time the user requests a defigomputation and bandwidth. As shown in [12], asymmetric
item and there is a cached copy, the cache first contacts @figotographic operations (such as digital signatures) are three
server to validate the cached copy, then returns the copy to @iefour orders of magnitude slower than symmetric crypto-
user. Since Polling-based approach may generate significgfetphic operations (such as hash functions), and a 1024-bit
network traffic [5], the TTL-based approach is widely used fdRSA digital signature is roughly equivalent to the use of a 72-
the weak cache consistency model and the invalidation-basgdkey in a symmetric encryption algorithm. To address this
approach is used for the strong cache consistency model. issues, researchers apply symmetric cryptographic techniques

such as TESLA [21] to secure broadcast multicast, and routing
) ) in ad hoc networks. TESLA provides source authentication
B. Defend Against Attacks on Cache Consistency with message authentication codes (MACs) using only sym-

There are two kinds of attacks on the invalidation-basedetric cryptography, based on delayed disclosure of keys by
approach. First, the malicious node may stop propagating the sender. Suppose the receiver can loosely synchronize with
invalidation message, and mobile nodes far away from the dtéhe sender. Each packet is attached with a MAC computed
source may not be able to receive the invalidation messagging a key known only to the sender at that time. A short
and may use the stale cache without realizing it. Secondwdile later, the sender discloses the key and the receiver is
malicious node may send an invalidation to some nodes a@ldle to authenticate the packet. If the packet arrives at the
invalidate their caches which are still valid. If the data sourdgeceiver after the key has been disclosed, it is discarded.
signs the invalidation messages with a digital signature, theWhen applying TESLA to a large ad hoc network, different
receiver can authenticate the message and avoid the sedwodies may experience different amount of delay. For example,
kind of attack. Note that a digital signature cannot be us@ddes closer to the data source receive the IR earlier than
to defend against the first kind of attack, since the mobifedes far away from the data source. As a result, how long
node may never receive the signed invalidation messagbould the data source wait before disclosing the key? Waiting
As for TTL-based approach, since the TTL and the cachedtil the furthest node receiving the IR may take too long.
data can be protected by digital signature, it does not sufféhe authors of TESLA also proposed enhanced approaches
from this kind of attack. However, TTL-based approach cdn allow immediate authentication at the client side, but this
only provide weak consistency, and it can only be used fapproach requires the server to delay sending the IR at the
data which are rarely updated. In some strategic scenars@nder, which also has large overhead. Further, TESLA has
such as in the battlefield, accessing stale data (e.g., outdatgachronization requirements for all nodes in the network.
enemy information) may be life threatening, and hence tiiNext, we present a novel solution to reduce the authentication
strong consistency model should be adopted. In the followingverhead by randomized grouping.
we focus on dealing with attacks to the invalidation-based1) The Basic Idea:To prevent intruders from modifying
approach. the invalidation messages, we enhance the IR-based approach

To prevent malicious nodes from dropping the invalidatiowith techniques for damage recovery, intrusion detection and
messages, we borrow ideas from the IR-based cache invaligalation, based on the idea of randomized grouping as follows.
tion [1], [4]. In this approach, the server periodically broadthe nodes (IR receivers) are randomly distributed into multiple
casts aninvalidation report (IR)in which the changed datagroups, and the data center (server) shares a unique group
items are indicated. The IR consists of the current timestark@y with the receivers of each group. The IR is protected by
T; and a list of tupleqd.,t,) such thatt, > (T; —w % L), several MACs each with one group key. Since each receiver
whered, is the data itemid, t, is the most recent updateonly knows one of the keys, if an intruder modifies the IR and
timestamp ofd,, andw is the invalidation broadcast windowthe MAC using the group key it knows, the modification can
size. In other words, IR contains the update history of thee detected by a descendant in a different receiver group.
pastw broadcast intervals. Based on the valueugfclients For example, as shown in Figure 2 (a), in the IR multicast
can still validate their local cache even after missing- 1  tree, Ny is the server and two group key§ and K are used.

IRs. Similar to the invalidation-based approach, clients use thg appends two MACs to the IRC IR, M ACy, MAC, >,



and sends it taVy, which forwards toN, and N3;. Suppose the multicast tree is a binary tree with a height of 10, and the
N; and N3 know K; while Ny knows K. Then, malicious number of nodes is 1024. The figure shows the impacts of
modifications can be easily identified. For exampleNif is group number on the probability of being a cache consistency
a malicious node and it modifies the IR}; will be able to attack victim (cc-victim). As can be seen, when the number
detect this modification by verifying/ AC . After N3 reports of groups increases, the probability of being a victim drops.
this modification to the server, the server can easily find thBven when only two groups are used, the probability of being
Ns is the malicious node. a victim is only about 3% when 6 attackers are randomly
In the ideal case where neighbor nodes use different keptaced in the network.
the malicious node can be easily isolated. However, if two
neighbor nodes use the same group key, further isolation
may be difficult. For example, if botv; and N, both use
Ky, it will be difficult for the server to find out who is the When caching is used, data from the server is replicated
malicious node. When this happens, a tree reconfiguration miaythe caching nodes. One of the major concerns is the
be necessary. duplication of sensitive data, which the owner might want to
2) Intruder Identification, Isolation, and RecoveryWWhen restrict access. One solution is to define different levels of
a node detects an intrusion, the detector should report geeurity for the data, with regard to duplication and storage in
received IR (attached with the MACs) and tldeof its parent, node caches. The data server can specify the level of security
say V;, directly to the server. It is possible that this messader each data item. Based on the security level, some data
has to go through the malicious node, which may modifjpay not be cached, or only cached by a limited number of
the report, and hence it should be signed by its group keyodes. In the case of most sensitive data, the data server only
Certainly, the malicious node may still drop the report. In thisends the encrypted version to a number of nodes. Those
case, the detector has to find other routes. The detector shduldted nodes will be able to get a shared key from the data
still try until it receives the correct IR from the server. If goingserver to decrypt the data. Future research should focus on
through the malicious node is the only way to reach the servdgsigning mechanisms that would provide the owner a handle
it will be similar to a network partition due to the maliciougo control the scope of caching, and yet would not undermine
node, and the node must be aware that the cached data theyflexibility of caching. Note that there is a balance between
be stale. security strength and system performance. By encrypting or
Receiving such a report, the server should asko report limiting the distribution of the most sensitive data, some
the received IR and its pareritl. This recursive process benefits of the cooperative caching will be lost.
continues until the server has enough information to find With cooperative caching, the mobile nodes may return
out the compromised group keys, identify and isolate tltke cached data or modify the route and forward the request
intruder. A group keyK} is compromised if there exists ato the caching node, and hence, it is very important that
compromised IR in which\/ AC), matches the compromisedthe mobile nodes do not maliciously modify the data. One
IR, whereM AC}, is the M AC of IR using K. Based on the commonly used solution is data authentication which allows
knowledge of the compromised group keys, the server cheekseceiver to ensure that the received data is authentic (i.e.,
the reports collected through a serious of nodes along a pathgriginates from the source and was not modified on the
to identify the intruder or suspected intruders among theamy), even when none of the other receivers of the data is
nodes. Supposk; is compromised andV; knows K;. If its  trusted. To authenticate the data source, appending each packet
direct child uses different key and detects the modificatiowjth a message authentication code that is calculated using
N; is the malicious node unless its direct parent has the sameshared key does not work since any receiver that has the
group key. In which case, both will be suspects. shared key can forge the data and impersonate the sender.
After finding the intruder, the server broadcasts this info€onsequently, it is natural to look for solutions based on
mation to all nodes, which may reconfigure their multicastsymmetric cryptography, namely digital signature schemes.
tree to remove this intruder from the tree. If several nodes akéter the data source signs the data with its private key, mobile
possible suspects and there is no way to isolate them, the senades can verify the integrity of the data by using the public
should remember theiids and inform them to reconfigurekey of the data source. However, the digital signature approach
their multicast tree or assign new group keys to some of thdmas high overhead, both in terms of time to sign and verify,
so that two neighbor nodes can use different keys. Then, #wed in terms of bandwidth. Thus, we focus on reducing such
server reconstructs and retransmits the IR so that no node wailithentication overhead. For example, if the data has gone
use the modified IR. Certainly, this new IR should not be setitrough nodes with good reputation, the receiver may not
to nodes that already received it correctly; i.e., the nodes thegted to verify the signature. This will tradeoff some security
are parents of the malicious node. strength for system performance. Periodically, the receiver
By increasing the number of groups and keys, it is mostay want to verify the signature, and change the credit rating
likely that neighbor nodes will use different keys and henad other nodes based on the verification results. A mobile
intrusion detection and isolation can be easily accomplishethde has the option of verifying the signature if the data is
However, increasing the number of groups also increases they important or if it has enough computation power. This
IR size and consumes more bandwidth. Some prelimingmyovides the user an option to choose the proper tradeoffs
results are shown in Figure 2 (b). In the experiment, we assubretween security and performance; i.e., a mobile node can

IV. OTHER SECURITY ISSUES



< 2 groups ——
S 5groups -
E 257 10 groups -~
g 20 groups
& 2 40 groups =~ |
8
2
‘D 15+ |
Q0
B
2 1r A
g o5t T
] .

0 R .

1 2 3 4 5 6 7 8 9 10
Number of intruders

(@) (b)

Fig. 2. Reducing the authentication overhead with randomized grouping

tradeoff security strength for performance if the data is n@malicious) node that agrees to forward packets but fails to do
very important and it has less computation power or tradea. Note that such misbehaving nodes can behave normally

performance for security strength otherwise. during the route discovery phase but maliciously drop packets
when the time comes to route data. In [20], the authors
V. RELATED WORK proposed to use avatchdogentity to identify misbehaving

. . _ odes and gathrater mechanism to avoid routing packets
C.ooperat|tvebctaci_rt1£|ng [25|]( Eas l;een ZtUd'e? n thle \t/xe( rough misbehaving nodes. When a node forwards a packet,
environment, but fitle: work has been done 10 apply i noge's watchdog verifies that the next node in the path
technlqge to ad h_oc netwo_rks. Due to mobility and resour fso forwards the packet. This can be accomplished by lis-
constraints, techniques designed for wired network may not Gﬁing promiscuously to the next node’s transmissions. If the

applicable t‘.) ad hO(.: ne_tworks. For ex_ample, most resear(_:rl]]% t node does not forward the packet, it is misbehaving.
on cooperative f:achmg in the Web enw_ronment assume afi e pathrater uses this knowledge of misbehaving nodes to
topology, bUt. this may not be the case in ‘."‘d hoc_networks dgﬁoose the network path that is most likely to deliver packets.
to mobility. Since the cost of the wireless link is different fronHowever misbehaving nodes are not punished, and thus there
the wired link, the decision regarding wher(_e to cache the d':'fgano mc,)tivation for the nodes to cooperate.,To overcome
and how to get the cached data may be dnfferent. ... this problem, Buchegger and Le Boudec [2] defined protocols
. Recently, many researchers start to look into securl_ty ISSUBSt are based on a reputation system. In this approach,
|r} 3d th_ck))ctpetwortljl_s. I;uba_uext 3I'h[13] acti\Sreise?) the ISSU€Sne nodes observe the behavior of each other and store this
0 IIS riouting public e_;f/_s In a ; oc n(:] OL S, by prdOPOS'nﬂnowledge locally. Additionally, they distribute this informa-

to let users Issue certificates for each other based on @ iy venytation reports. According to their observations, the

personal acquaintances. Zhou and Haas [27] proposed 4 ¥des are able to behave selectively (e.g., nodes may deny

Iutpn_ based on Fhreshold cryptography. Based on a tru‘.c’tﬁ)(fiwarding packets for misbehaving nodes). The solution in
certificate authorlt_y, the authors of [22] p_roposed a solut 3] exploits collaboration among local nodes to protect the
to secure the routing protocol_qf ad hoc wireless netvyorks: twork without completely trusting any individual node. To

their protocol, nodgs get ce_rt|f|cates f““.“_‘“e CAto Ident"(}ﬁotivate packet forwarding among mobile nodes, Buttyan and
themselves to avoid spaofing and malicious route LIIOdat|e—ﬁJbaux [3] gave a solution based on a virtual currency, called

To .ad_dress thg .high oygrhead associated with obtaining ‘nglets: If a node wants to send its own packets, it has to pay
verifying the digital certificates, Het al. proposed a protocol for it, whereas if the node forwards a packet for the benefit
[12] to secure on-demand routing protocols based on TES an,other node. it is rewarded

[21], an efficient broadcast authentication scheme that requires

loose time synchronization. They also identified the wormhole

attack [12], which may make most routing protocols unable to

find routes longer than one or two hops. Based on the intuition

that a receiver can determine if the packet has traversed ®ther researchers in this field also address the problem

distance that is unrealistic with precise timestamp or locati@f intrusion detection [26] and MAC layer misbehavior [17].

information, they provided a packet leash solution to solve tfigere are also researches on securing sensor networks [24],

wormhole attack. [28], [10], [7], [19], [9]. To our knowledge, there is no existing
Even with secure routing protocols, the source/destinatiarork addressing the problem of securing cooperative cache in

may still set-up a route, which goes through a misbehavirgl hoc networks, which is the major goal of this paper.



VI. CONCLUSIONS [18] S. Lee, W. Su, and M. Gerla, “On-Demand Multicast Routing Protocol

. . . in Multihop Wireless Mobile Networks,ACM/Kluwer Mobile Networks
As mobile nodes in ad hoc networks may perform similar  3ng Applications (MONET)ol. 7, no. 6, pp. 441-453, December 2002.
tasks using common data sets, cooperative caching, whit$j D. Liu and P. Ning, “Establishing Pairwise Keys in Distributed Sensor

allows sharing and coordination of cached data among multiple E'Oer:‘gosrgiu rlggolo(gh ACM Conference on Computer and Communica-
nodes, can be used to reduce the bandwidth and POW®§ s Marti, T. Giuli, K. Lai, and M. Baker, *Mitigating Routing Misbe-

consumption. In this paper, we presented a cooperative cache havior in Mobile Ad Hoc Networks,”ACM MobiCom Aug. 2000.

based data access framework, where nodes may cachel3HeA. Perrig, R. Canetti, J. Tygar, and D. Song, “Efficient Authentication
and Signing of Multicast Streams over Lossy ChanndEEE Sympo-

data or the path to the data. To secure cooperative cache, gjym on Security and Privacpay 2000.
we proposed solutions to reduce the data authentication ove?} K. Sanzgiri, B. Dahill, B. Levine, C. Shields, and E. Belding-Royer, “A

head and identified possible attacks on cache consistency. We ﬁiﬁﬁﬁfﬁr‘gfﬁoi “(’féﬁ?.l)ﬁ’gf“io'é‘? Networks|EEE Intl Conf. on
proposed a solution based on the IR-based cache mvahdat[lgjn H. Yang, X. Meng, and S Lu, “Self-Organized Network-Layer Security

strategy, to prevent intruders from dropping or modifying the in Mobile Ad Hoc Networks,” ACM Workshop on Wireless Security

invalidation message. Although digital signatures can be u Aug. 2002.
9 9 9 9 I’j F. Ye, H. Luo, S. Lu, and L. Zhang, “Statistical En-route Filtering

to protect the IR, it has significantly high overhead in terms ~ Injected False Data in Sensor Network$ZEE Infocom’04 March
of computation and bandwidth consumption. To address this 2004. _ ' o
problem, we proposed randomized grouping-based techniglf@ L Yin and G. Cao, *Supporting Cooperative Caching in Ad Hoc

. . . . . . Networks,” IEEE Infocom 2004.
for intrusion detection, damage recovery and intruder |solat|o[@6] Y. Zhang and W. Lee, ‘“Intrusion Detection in Wireless Ad-Hoc

Although ad hoc networks have attracted many researchers, Networks,” ACM Mobicom pp. 275-283, Aug. 2000.
most previous research in this area focuses on routing or hBl L- Zhou and Z. Haas, *Securing Ad Hoc NetworksEEE Network

. vol. 13, no. 6, pp. 24-30, November/December 1999.
to secure routing, and not much work on data access. Qifj s zhy, S. Setia, S. Jajodia, and P. Ning, “An Interleaved Hop-by-Hop

work on cooperative cache based data access and its security Authentication Scheme for Filtering False Data in Sensor Networks,”
issues will stimulate further research along these directions. 'EEE Symposium on Security and Priva@p04.
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